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1 Basics

11 How FilesApp works

The FilesApp software offers the possibility of an Al-supported, generic file management
system with enterprise search functions, system integration and automation options in one
app.

File management is easy and secure with the FilesApp. It can be integrated into existing
workflows and processes.

The FilesApp also creates the possibility to implement optimized file management: Digitization
and automation are brought to a new level with the FilesApp and at the same time
requirements regarding data protection and IT security are met.

Numerous storage systems, e.g. several SharePoint instances can also be connected to the
FilesApp, thus enabling the structured storage and retrieval of files in all connected storage
systems. The connections to the storage systems are referred to as connections in the FilesApp.

All user and authorization specifications of the connected storage systems are taken over by
the FilesApp, so that neither further authorization administration is required nor that users can
access files for which they do not have authorization in the storage system.

File management is carried out on the basis of defined document types with their tags and
predefined directory and file name conventions, which can be administered individually with
the appropriate authorization.

The integrated Al learns about recurring templates based on the files uploaded via the FilesApp
and can recognize both document types and the defined tag contents. The users only have to
carry out a plausibility check for the recognized contents and assignments and no longer have
to spend any effort on the correct directory selection and the assignment of file names. The
files can be found via FilesApp after upload.

The files are stored in the storage system defined by the users or the company specifications,
the FilesApp does not store any files.

The completely automated storage of files, for example by means of workflows or systems
connected via AP, is also possible.

Via its APl and SDK, the FilesApp enables connection, integration, and automation with
corresponding other applications, such as ERP systems, workflow management, and much
more. For example, Microsoft SharePoint can be used by the FilesApp as a storage system for
a DMS if the system used offers a modern API.

A list of the functionalities and the direct comparison of the product variants can be accessed
via https://filesapp.com/pricing/ .

2023-09-26 FilesApp PM - Service Description and Documentation Seite 5/144
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111 Upload process by the users

@ The user selects a document type via FilesApp and assigns the relevant tags or has
them filled by the Al.

@ FilesApp specifies the directory and file name for storage on the endpoint using the
specifications defined for the document type.

® According to the definitions, the document is stored directly in the defined storage
system and directory with the specified file name.

B @& o & -

f
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11.2 Process in the connection of systems

@ When outputting an operation in the system, the user selects the definition with
FilesApp in the output control.

@ The tags are generated automatically, and FilesApp specifies the directory and file
name for storage on the endpoint using the specifications defined for the
operation.

® The document is stored according to the defined specifications directly in the
defined storage system and directory with the specified file name.

S50

ERP-System

i
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12 FilesApp Features

1.2.] General information about the FilesApp features

The connections to the storage systems are integrated in FilesApp on an APl basis. Not all
storage system vendors offer the same or full range of functions as implemented in FilesApp.

Technical limitations of a storage system provider, which may affect the range of functions in
the use of FilesApp, are specified in the description of the storage system.

Currently, the connections in all FilesApp product variants include the following functional
scopes depending on the user rights of the user on the respective storage system:

- Use of clients for all available operating systems
- Integration of all private storage systems that are mapped in FilesApp
- Reading files and directories

- Changing files and directories

- Copying files and directories

- Moving files and directories

- Taking advantage of the ease of uploading files
- Use of Smart Upload

- Use of chat to files

- Insightinto the file history

- Search in directories

- Global search for files

- Using Search Views

- Sharing files and directories

- Collaborative work on files

In addition, with the FilesApp Private+ product variant:

Recognition of document types and tag contents by Al

In addition, with the FilesApp Business Basic product variant:

Integration of the booked business connections

In addition, with the FilesApp Business Professional product variant:

- APl usage options for connecting other systems (e.g. ERP systems, CRM, etc.)
- Use your own workflows with Microsoft Power Automate

Seite 8/144 2023-09-26 FilesApp PM - Service Description and Documentation
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1221  Start a Smart Upload

App

If a file is transferred to the FilesApp via Smart Upload, it starts with an extended range of
functions. Document types can be selected. If Al (artificial intelligence) is active or available,
document types are suggested and trained tag content is automatically filled. The file can then
be uploaded to the directory defined in the document type under the defined file name.

Execution of the Smart Upload:

+ Newfolder % Upload

FilesApp FAV-P FINAN

File name

G 2Qrc
4, smart Upload Eingangsrechnungen

Connections 2022-07-02 Adobe Systems - Rechnungs-Nr. IEE2022007710678 - FAV-Production - 52,06 EUR - Abbuchung.pdf

A Jt 3
@ o

Q SharePoint DSI-DSM

0 OneDrive DSM

G SharePoint FilesApp

© Finanzen

(@S

e Google Drive

9 Max Muster - FAV Pro...  §

+

2022-12-07 Huber GbR - Rechnungs-Nr. REI0047 - FAV-Producti 5 EUR - Uberweisung.pdf

By selecting "Smart Upload" in the upper left area in the desktop app, in the web client or on the

tablet.

By drag & drop in the desktop app.

2023-09-26 FilesApp PM - Service Description and Documentation
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A
+.

Smart Upload

Or by selecting it in the smartphone app.

FilesApp

+ Newfolder 4 Upload

Finance x sy Documents
< > FAV-PIT | Documents
O D File name
0O mm General

4, smart Upload

Upload document
Scan document
Upload image
File manager
New folder
Upload document
Scan document

Upload image

@ Max Muster - FAV Produ

A document scan function is also available in the smartphone app.
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After starting the Smart Upload, as described in the previous point, FilesApp first displays the

storage systems that have been set up.

smart Upload Firma Huber Rechnung REI0048.pdf

FilesApp Demo Rechnung

Huber GoR
Tannenweg 8

12341 Musterhausen Datum: 08, 01,203;

Rechnungsnummer: RE100
Rechmungadatm eniaprichi LiferLoistmgadabm

Rechnung

Sehr geehrter Herr Meler,
vielen Dank, fir Ihren Auftrag. VereinbarungsgemaR berechnen wir lhnen hiermit folgende

Leistungen

Pasition Anzahl Einheit Bezeich:
1 5 Stiick  Musterprodukt

Nettopreis

Zzgl. 19% USt.
Rechnungsbetrag

Bitte Gberweisen Sie den Rechnungsbetrag innerhalb von 14 Tagen auf unser unten
genanntes Konto.
Fir weitere Fragen stehen wir Ihnen sehr geme zur Verfigung.

Mit freundlichen GriiBen
Max Mustermann

Select Connection to start Al detection

Select document type

Continue without Smart Upload

After selecting the storage system, FilesApp suggests the document library.

smart Upload Firma Huber Rechnung REI0048 pdf

FilesApp Demo Rechnung

Huber GbR
Tannenweg 8

12341 Musterhausen Datum: 08.01.2023

Rechnungsnummer: RE10048

Rachnungsdatum ontspricht Lisfer Leistungedatum

Rechnung

Sehr geehrter Herr Meier,

vielen Dank, fir Ihren Auftrag. Vereinbarungsgemén berechnen wir lhnen hiermit folgende

Leistungen

Position Anzah| Einheit Bezeich
1 5 Stick Musterprodukt 10,00 €

Nettopreis 1000 €
22gl.19% USL. 119€
Rechnungsbetrag 1,90¢€

Bitte Uberweisen Sie den Rechnungsbetrag innerhalb von 14 Tagen auf unser unten
genanntes Konto.
Fiir weitere Fragen stehen wir Ihnen sehr geme zur Verfiigung.

Mit freundlichen Grufien
Max Mustermann

2023-09-26 FilesApp PM - Service Description and Documentation

«  Select document library
(D) FAV-P FINANCE - Documents

Please select a document type

a Dev - Eingangsrechnung
‘ 3
ingangsrechnung (Workflow)
».

\gangsrechnung (ohne Workflow)
/ -

Continue witheut Smart Upload
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It is possible to manually select a document type or continue the process without Smart
Upload.

If you select a document library, the Al document type recognition starts.

sSmart Upload Firma Huber Rechnung REI0048.pdf

€ Alsuggestions

FAV-P Eingongsrechnung Workdiow)
FilesApp Demo Rechnung Huber GOR

Please select a document type

Q e

a Dev - Eingangsrechnung
Huber GBR e
Tannenweg 8 Datum;: 08.01.2023

12341 Musterhausen Rechnungsnummer: RE10048 FAV-P Eingangsrechnung (Workfiow)
[

Rechnungsdatum ontspricht Lisfor-Leistungsdatum

a AV-P Eingangsrechnung (ohne Workflow)

Rechnung

Sehr geehrter Herr Meier, Continue without Smairt Upload

vielen Dank, fir Ihren Auftrag. Vereinbarungsgemal berechnen wir lhnen hiermit folgende
Leistungen:

Position Anzahl Einheit
1 5 Stiick  Musterprodukt 10,00€
Nettopreis 10,00 €
Zzgl. 19% USt. 1,19€
Rechnungsbetrag 11,90 €

Bitte berweisen Sie den Rechnungsbetrag innerhalb von 14 Tagen auf unser unten
genanntes Konlo.
Fir weitere Fragen stehen wir Ihnen sehr geme zur Verfigung.

Mit freundlichen Griiten
Max Mustermann

The Al suggests possible document types, depending on the level of training of the Al, the
suggestions are made. After selecting the appropriate document type, the Al reads the tag
content from the document and fills the tags with the content to be transferred.

smart Upload 2023-01-08 Huber GbR - Rechnungs-Nr. REI0048 - FAV-Production - 11,90 EUR - Uberweisung.pdf

B FAV-P Eingangsrechnung (ohne Workflow)
FilesApp Demo Rechnung P )

Dokumenten-Tags

- Rechnungsnummar Lietarantanname

Huber GbR

2023-01-08
Huber GbR

Tannenweg 8
Datum: 08.01.2023 .
12341 Mustarhausen Rechnungsnummer: RE10048 Rechnungsbetrége

Rechnungsdatum ontspricht Lisfor-Leistungsdatum Rechnungsbetrag netto
10,00

Rechnungstiatrag brutto Wahrung

Rechnung
1,90 EUR

Sehr geehrter Herr Meler,
Leistungsdatum oder -zeitraum

Lieferdatum oder Startdatum Leistungszeitraum

2023-01-08 Enddatum Leistungszeitraum

vielen Dank, fir Infen Auftrag. Vereinbarungsgemald berechnen wir hnen hiermit folgende
Leistungen:

Position Anzahl Einheit
1 5 Stick Musterprodukt 10,00€ Zahlungsinformation

Nettopreis 10.00€ Zabkungsmathode: .- Zshiungsbedingungen

Uberweisung 14 Tage

Zzgl. 19% USt. 119€
Rechnungsbetrag 11,90

) Zahlungsziel{-datum [0  Rechnung bezahlt ja/nein

Bitte iberweisen Sie den Rechnungsbetrag innerhalb von 14 Tagen auf unser unten
genanntes Konlo. Zahlbetrag X Rechnung bezahlt Datum

Fiir weitere Fragen stehen wir Ihnen sehr geme zur Verfiigung.

Mit freundlichen Griiben Finanzbuchhaltungsdaten
Max Mustermann B o

R

[0 custom filename
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The user only has to carry out a plausibility check of the tag contents and correct it if necessary.
The Al learns with every process and the recognition rate increases with each Smart Upload of

the document type.

By clicking on "Upload", the file is uploaded to the storage system defined in the document type.

123  Chat

For each file, the chat function is available in the FilesApp, so that the participants do not have
to exchange information via another application, such as an e-mail program.

2023-01-08 Huber GbR - Rechnungs-Nr. REI0048 - FAV-Production - 11,90 EUR - Uberweisung.pdf

Production » FAV-P FINANGE - Documents > Finance > Eingangsrechnungen

B open ~ 2 Renamefiie [ Delete ¥ Download [7] SmartUpload 43) Version history

Huber GbR
Tannen
Datum: 08.01.2023
12341 Musterhausen Rechnungsnummer: RE10048
Rachrungscatn ansorcht st Lfsrgedshu

Rechnung
‘Sehr geehrter Herr Meier,
vielen Dank, fir Ihren Auftrag. Vereinbarungsgem4f berechnen wir Ihnen hiermit folgende

Leistungen:

Position Anzahl Einheit

1 5 Stiick Musterprodukt 10,00 €
Nettopreis 10,00 €

Zzgl. 19% USt. 1,19€
Rechnungsbetrag 11,90€

Bitte iiberweisen Sie den Rechnungsbetrag innerhalb von 14 Tagen auf unser unten
genanntes Konto.
Fir weitere Fragen stehen wir Ihnen sehr gerne zur Verfligung.

Mit freundlichen Griiten
Max Mustermann

40 TagHistory «& Share

1of26 >

Document type

FAV-P Eir (ohne Workdiow)

Creator

@ ruustorgrov-production.com

Edited by

@ v

Tags edited by Tags last edited
@ Max Muster - FAV Production [ ]

Dokumenten-Tags

Rechnungsnummer Uisferantenname
RE10048 Huber GbR

Rechnungsdatum

2023-01-08

Rechnungsbetrége

Rechmungabetrag netto
10,00

nungsbetrag brulto

Enddatum Leistungszeitraum

Higi{eligslalile]y]
de

14 Tage

Desired users can be addressed directly via the @ sign.

2023-09-26 FilesApp PM - Service Description and Documentation
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2023-01-08 Huber GbR - Rechnungs-Nr. REI0048 - FAV-Production - 11,90 EUR - Uberweisung.pdf

oduction » FAV-P FINANGE - Documents > Finance » Engangsrechnungen

B open v 2 Rrenamefie [ Delete ¥ Download [*] smartupload

7 @

lof26 >

£ versionhistory 4D TagHistory & Share

FilesApp Demo Rechnung

Huber GbR
Tannen
12341 Musterhausen

Datum: 08.01.2023

Rechnungsnummer: RE
Recheunghdaium eroprch Lt isunghdshum

Rechnung

Sehr geehrter Herr Meier,

vielen Dank, fir Ihren Auftrag. Vereinbarungsgemé berechnen wir lhnen hiermit folgende

Leistungen:

Position Anzahl Einheit

1 5 Stiick  Musterprodukt
Nettopreis

Zzgl. 19% USL

Rechnungsbetrag

10,00 €
10,00€
1,19¢€
1,90€

Bitte (iberweisen Sie den Rechnungsbetrag innerhalb von 14 Tagen auf unser unten

genanntes Konto.
Filr weitere Fragen stehen wir Ihnen sehr gerne zur Verfigung.

Mit freundlichen Grien
Max Mustermann

2023-01-08 Huber GbR - Rechnungs-Nr. REI0048 - FAV-Production - 11,90 EUR - Uberweisung.pdf

oduction > FAV-P FINANCE - Documents > Finance > Elngangsrechnungen

open v A Renamefie [ Delete ¥ Download |:| Smart Upload

Hallo @s. i

wurde die Menge korrekt geliefert?

/s @

lof256 >

4D Versionhistory 4D TagHistory < Share

FilesApp Demo Rechnung

Huber GbR
Tannen
12341 Musterhausen

Datum: 08.01.2023

Rechnungsnummer: RE 10048
Reghmungagatum arssran Lier Lusungssatm

Rechnung

‘Sehr geeNrter Herr Meier,

vielen Dank, fir lhren Auftrag. Vereinbarungsgeméify berechnen wir lnen hiermit folgende

Leistungen:

Position Anzahl Einhet

1 5 Stiick  Musterprodukt
Nettopreis

Zzgl. 19% USL.

Rechnungsbetrag

Bilte iiberweisen Sie den Rechnungsbetrag innerhalb von 14 Tagen auf unser unten

genanntes Konto.
Filr weitere Fragen stehen wir Ihnen sehr gere zur Verfugung.

Mit freundlichen Grilten
Max Mustermann

Mary Davis (Sales - FAV Production Company)
m.d

©

e Sebastian Schreiner (Managing Director - FAV Production Company)
hn

Hallo @s.

These users receive a mail notification including a link directly to the file in FilesApp in order to

be able to enter the chat directly.

In addition, new messages are displayed in FilesApp, the counter at the bell icon on the desktop

shows the number of new messages.

Seite 14144
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124  History

For every file that is managed via FilesApp, a comprehensive and audit-proof history is
available.

The following actions around the FilesApp are documented in the history:

- Creation of the file

- Copy or move a file

- Changes to tag content
- Renamingfiles

125  Sharing files and directories

Depending on the range of functions offered by the connected storage system, files and
directories can be shared via the share function in FilesApp.

The authorizations and options depend on the respective storage system. Any restrictions are
noted in the storage system descriptions.

Share file "2023-01-08 Huber GbR - Rechnungs-Nr. R..."

General Access

Canviewbutnotedit | Viewer

Password Protected

Expiration Date

Expires on: 09.08.2023

2023-09-26 FilesApp PM - Service Description and Documentation Seite 15/144
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1.2.6  Collaborative work on files

As usual with cloud applications, Office files, such as Word, Excel or PowerPoint, can also be
edited by several users at the same time via FilesApp, as long as this is supported by the
storage system provider, which is documented in the respective connections.

04 FilesApp - Nutzungsbedingungen und AGB - DE.docx

/s @
5p > Management - Dokuments > Rechtiiche Themen » Nutzungsbedingungen und AGB

lof2 >

# Renamefie [ Delete ¥ Download |:| SmartUpload 4D Versionhistory 43) TagHistory « Share

Togs | chat [l WENCECUEES

OneDrive Document type

FilesApp Management

Size
5528 K8
Creator Creation date

g o = 07.042023 2341

g gungen fiir die Di der FilesApp

GmbH Edited by File last modified
Stand: 2023-06-04 © sst > co 08.08.2023 22:04

Tags edited by Tags last edited
1 Préambel

§ Dr Dieter Steiner - filesapp.com 07052023 13:09
Dié Filesapp GmbH bietet die smarte Datei Manageme

nt App FilesApp", die u. a. ein intelli-
gentes D unel icht.

Dokumenten-Tags

P
Nach MaBgabe der unter Purkt 3 aufgefihrten Leistungen bietet die Filesapp folgende Vor-
oenasg E ¢ Ppiclg 2023-05-07

Suchfunktionalitat nach Daten und Dateien Gber alle angebundenen Speichersys- a
teme

- Bersich

Nutzungsbedingungen und AGB

Dokument Beschreibung
« strukturierte Abiage von Dateien anhand vom Anwender definierten Dokumententy-

p tner Sprache
pen /

derinnen und Unternehmen DE

Unser Anliegen ist es, mit der FilesApp eine kiare und strukturierte Ubersicht mit schnellem

Zugrilf in der digitalen Welt zu bieten, vollig gleich, ob im privaten oder beruflichen Umfeld:

Die FilesApp soll zu Ihrem Dateihelden werden, auf den Sie sich verlossen konnen und den

Durenblick behalten

Sehutz und Sieherheit persanlicher Daten sind in der digitalen Welt des héchste Gut, daher

wurde die FilesApp 50 entwickelt, dass die Datenverwaltung in der Hoheit der privaten An-
/. L liegt Mehr dazu in der FilesApp Datenschutzerkiarung, die

unter
https:/{filesapp com/datenschutz

einsehboar ist

1 ofl0 &

Selecting the Open button directly starts the program connected to the operating system. By
selecting the down arrow at "Open’, online editing is also offered. The joint editing of files is

given with all possibilities, there may be restrictions on the connections, this is noted in the
description of the connections.
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1.3 Product variants

FilesApp is offered in the following product variants:

1.3.1 FilesApp Private Product Variants

FilesApp Private is available in FilesApp Private and FilesApp Private+ variants.

1.3.11 FilesApp Private
Free version with the following features:

- Use of clients for all available operating systems
- Possibility of integrating all private storage systems that are mapped in FilesApp
- Insertion of advertising in the apps

1.3.1.2  FilesApp Private+
Paid version, features like FilesApp Private, additionally:

- Use of artificial intelligence to recognize document types and tag content
- ad-free

Private storage systems include, for example:

- iCloud
- Google Drive Private
- Local Drives

The currently supported storage systems are listed under https://filesapp.com/pricing/ on the
websitehttps://filesapp.com/pricing/.

1.3.2  FilesApp Business Product Variants

If a user or a company, organization, authority, institution, etc. would like to provide their users
with FilesApp user licenses, the FilesApp Business Basic and FilesApp Business Professional
variants can be booked via the FilesApp website or through a FilesApp partner.

1.3.21  FilesApp Business Basic

Paid version for commercial and/or institutional users, features such as FilesApp Private+,
additionally:

Integration of the booked business connections

2023-09-26 FilesApp PM - Service Description and Documentation Seite 17/144
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1.3.2.2  FilesApp Business Professional

Paid version for commercial and/or institutional users, features such as FilesApp Business
Basic, additionally:

e APl usage options for connecting other systems (e.g. ERP systems, CRM, etc.)
e Use your own workflows with Microsoft Power Automate

14  System Requirements

1.4.1 Internet access

In order to be able to use the specified services, access to the Internet is required on the part
of the user with the devices used. Access to the Internet is not part of the scope of delivery of
FilesApp.

The same applies to access and corresponding authorizations for the storage systems and
connected systems to be integrated into FilesApp, for example in the case of automation via
the API.

142 Clients

1.4.2.1 Webclient

To use the web frontend, a common Internet browser in the current version is required. This can
be reached via the URL https://web.filesapp.com/.

The following browsers are supported and will be tested promptly in their current version for
correct function in the event of version adjustments:

- Google Chrome
- Microsoft Edge
- Firefox

- Opera

- Safari

Note: the FilesApp is optimized for Google Chrome.

1.42.2 Desktop Apps

The desktop clients of the FilesApp are available for the following operating systems in the
current version of the manufacturer:

- Microsoft Windows 10 or later
- MAC OS 12 or later

They can be downloaded from the download section on the FilesApp website under
https://filesapp.com/download-en/.

Seite 18/144 2023-09-26 FilesApp PM - Service Description and Documentation
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1423 Mobile Apps

Mobile apps of FilesApp are available for the following operating systems in the current version
of the manufacturer:

- Apple iPhones and iPads
- Android smartphones and tablets

They can be downloaded from the Apple App Store for iPhone and iPad or the Google Play Store
for Android smartphones and tablets.

1.5 Administration

For the administration of FilesApp with its settings, the management of the tags and the
document types, the settings area is available in the respective app.

The display, creation or modification of document types and tags can only be carried out by
users who have a corresponding authorization on the target storage system based on their
login data.

The ability to administer document types is only possible in the desktop versions and in the
web client, as a larger display is required for the arrangement of document types and their
tags.

FilesApp itself does not require its own user and authorization management, as it uses this API-
based from the connected storage system with its user and authorization management, which
simplifies administration.

2023-09-26 FilesApp PM - Service Description and Documentation Seite 19/144



D

App

1.6 License Management

1.6.1 General information about FilesApp License Management

Every user has the opportunity to use the application himself with a free license. This includes
the simultaneous use of the app on all operating systems for which the FilesApp was developed
and via web client.

Connections for private storage systems and, in the case of desktop variants, local drives can
be integrated and the functions described in the product variants can be used. These
connections are also free licenses.

The Business Applications and Connections are subject to a fee. These are available on a
subscription basis.

1.6.2  Licensing of the FilesApp Private product variant

If the user confirms the FilesApp Terms of Use when accessing the app for the first time, a free
FilesApp Private license is available to him/her as a basic variant.

1.6.3  Licensing of the FilesApp Private+ product variant

A FilesApp Private+ license can be booked directly in the corresponding app store with the
user's account.

1.6.4 Licensing FilesApp Business Product Variants

Licenses of the FilesApp Business product variants can be booked via the Online Store function
of the FilesApp website https://filesapp.com/pricing.

A corresponding number of licenses must be booked per connection. A mixed booking of the
business product variants is possible, as well as the booking of several identical connections
for different environments of the same storage system.

The business licenses are booked as a pool license.

1.6.6 License management for the FilesApp Business product variants

The account and the associated e-mail address, which is used to book the licenses in the
FilesApp shop, is automatically the admin of the connection.

Users can be managed in the FilesApp License Manager - access is via web or desktop client.
A license is assigned for each user and the rights admin or user can be assigned.

In addition, the FilesApp Admins have the option to revoke FilesApp licenses from users in the
FilesApp License Manager.
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1.6.6  License check for FilesApp Business product variants

The license check for FilesApp Business product variants, whether a license is available for the
user, is done in FilesApp when setting up a connection and when calling a connection, for
example when searching or navigating in the directories in FilesApp.

If a user wants to add a FilesApp Business Connection and clicks on the plus sign next to the
connections in FilesApp, he/she can select the type of connector in the next window.

After selecting the type of connector, the user is asked to enter his/her e-mail address, and the
following constellations are then checked by FilesApp:

- A FilesApp connector license is available for the connector and the corresponding
domain and the user is assigned a FilesApp license with his or her e-mail address —
continue with login

- AFilesApp Connector license is available for the connector and the corresponding

domain and the user is not assigned a FilesApp license with his or her e-mail
address — Notify admin button to request a license

- Thereis no FilesApp connector license available for the connector and the
corresponding domain — Notification that there are no licenses for this connection
yet and whether the user wants to book a license
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2 Storage Connectors

21  FilesApp Storage Connectors

We have a variety of storage systems at our disposal, often several instances of one provider,
for example Microsoft SharePoint and Microsoft OneDrive in parallel.

FilesApp simplifies the retrieval of files and their structured, correct and automated storage.

For this purpose, all desired and possible storage systems are integrated into FilesApp, for
which the so-called FilesApp Connections - the connections to the storage systems - are
available.

For example, through the application development of FilesApp, certain storage system
providers were connected to FilesApp on an APl basis, so that the most important file
management functions can be executed directly in the FilesApp.

These include around file management and depending on the authorization of the user on the
storage system:

- Creation, editing, deletion

- Copy & Paste

- Drag & Drop

- Smart Upload (this creates tag content in FilesApp)
- easy upload

- Divide

- Etc.

22 Primary Account

If the user adds an initial connection to a storage system, regardless of whether it is a private
or business product variant, the further setup of connections, their arrangement and
designation is stored in this primary account of the user.

If the user logs in to FilesApp on another device with this primary account first, the working
environment created with this account will also be available on this device. The working
environment is automatically kept in sync on all systems.
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2.3  FilesApp Private Storage Connectors

231 Google Drive Connector

2.3.1.1 General Information

With Google Drive, Google provides users with a cloud storage system that allows them to
share files and collaborate on documents.

2.3.1.2 Preconditions

Active Google account with Google Drive storage access.

2313 Setup

Setting up a FilesApp Google Drive Connection.

+ Newfolder % Upload
5j Eingongsrech X Documents
File name Size 7, File last modif Create 7,  Edited by

4! smart Upload 2023-06-12 Adobe Systems - Rechnungs-Nr. IEE2022006600065-3 - FAV-Production - 52,06 EUR - Abbuchung.pdf
S

56.80 KB

Connections

@ oo

D snororoint osi-osm
@ oneoriveosm

0 SharePoint FilesApp
(© Finonzen

O«

@ coogeorive

@ oracoon

® tor - FAV Pro.

+

2023-06-12 Adobe Systems - Rechnungs-Nr. [EE2022006600066-1 - FAV-Production - 52,06 EUR - Abbuchung,pdf e

21301KB  08.06202316:18

ungsnummer.

2022-12-07 Huber GbR - Rechnungs-Nr. REI0047 - FAV-Production - I ,
12131KB 260420231640

2022-10-10 Huber GbR - Rechnungs-Nr. REI2345 - FAV-Production - 17,85 EUR - Oberweisung.pdf s 0o
5280 K8 18.10.202209:26
e o: Huber GbR

59.96 KB 071220221636
Re

2022-10-06 KMpro - Rechnungs-Nr. 10 2022 4283 - FAV-Production - 267,75 EUR - Abbuchung pdt
Lief

64.69 kB 07122022 16:46

2022-10-01 KMpro - Rechnungs-Nr. 10 2022 5044 - FAV-Production - 267,76 EUR - Abbuchung.pdf . .
50.88KB 07.12.2022 1633
Uieft
2022-10-01 KMpro - Rechnungs-Nr. 10 2022 4287 - FAV-Production - 267,75 EUR - Abbuchung.pdf
L

59.90KB
2022-10-01 KMpro - Rechnungs-Nr. 10 2022 4286 - FAV-Production
59.90KB
A Uiefs nnarr
2022-10-01 KMpro ~ Rechnungs-Nr. 10 2022 4285 - FAV-Production
59.90KB 07.12.2022 16:36
Ueferant

2022-09-10 Mayer Steuerberatungsgeselischaft mbH -
53.97K8 18.10.2022 09:12
Jef

18.10.2022 09:10

2022-09-10 Mayer Steuerberatungsgeselischaft mbH - PP GMbH - 238,00 EUR

jsgeselischaft mbH

2022-09-10 Mayer Steuerberatungsgeselischaft mbH - Rechnungs-Nr. REI0037 - FilesApp GmbH - 238,00 £ RO
Lief

2022-09-10 Mayer Steuerberatungsgeselischaft mbH - Rechnungs-Nr. REI0036 - FilesApp GmbH - 238,00 EUR - Uberweisung.pdf

PP PP PP P PPPPPDPDP PO
P0O0D0O0D0O0DDODDODDODODODDODO6GO6OO
2000000000006 0O0

18.10.2022 09:08

Set up a new connection with a Google Drive account in FilesApp using the plus sign in the
Connections.
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Add connection

Q bearch

Private

Google Drive

Connect a personal Google Drive environment

Microsoft OneDrive Personal
Connect a personal OneDrive account

Business

DRACOON
Connect a DRACOON Team

Google Drive Business
Connect a Google Drive Business Suite environment

Individual Storage
Connect an Individual Storage Instance

Microsoft OneDrive Business
Connect a Microsoft 365 OneDrive environment

Select the Google Drive connection.

€ Add connection

Google Drive

Connect a personal Google Drive environment

G sign in with Google ‘-\_L_

Select "Sign in with Google".
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Zum Hinzufiigen eines weiteren Kontos anmelden

Ein Google-Konto fir alle Go nste

GMRrOL +> @

Enter and authenticate the credentials of the user's Google account for the relevant cloud

storage.

Google

Diese App wurde noch nicht von Google Gberprit, Es kann also sein, dass

angefordert hat, soten Sie nur fortfahren, wenn
kennan u: 15 vertrausnswurdig ansehen (s.schveinar@ds-men.

FilesApp benotigt Zugriff auf Ihr Google-
Konto

D aeioter.ctsiner@goeaitcom

Dadurch erhilt FilesApp diese Berechtigungen:

£ Gooe Drive-Datsien aufrfon, bearselen, srsislen und
loschen

& Metadaten von Datsien in Google Drive abrufen und verwalten
& e Profil Iren persdnlichen Datan auf Gaogle zuordnen

Parsanenbezogens Datan auffufen, einschisellich ler Daten,
© e Sio offantich zuganglich gemacht haben

&  Primare E-Mail-Adresse Ihres Google-Kontos abruen

ext andern

Ablehaen  Zulassen

Allow the access permissions of the FilesApp.
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Add new library

or
<+ SmartUpload E

Connections

. Computer

SharePoint DSI-DSM
@ onevrivensm
ShareFoint FilesApp
O Finanzen

O ETC

e DRACOON

After successful authentication, the Google Drive cloud storage will be displayed in the

FilesApp. Select it.

+ Newfolder # Upload

A MyDrive x
drieter.stelner@gmaileom | My Drive

O | O Filename :

Size 7, Filelastmodif T, Creato T, Editedby 1

+} smart Upload
Connections

. Computer

@ SharePoint DSI-DSM
@ onevrivensm
arePoint FilesApp
O Finanzen

O ETC

& ouxcoon

Subsequently, the directory structure of the storage system is available in the FilesApp. The files
are indexed and are also available via the search after a short time.
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4 Smart Upload

Connections

. Computer

G SharePoint DSI-DSM
@ onevrive osm

e ShareFoint FilesApp
O Finanzen

O ETC

e DRACOON

2.3.1.4 Administration and Permissions

4+ Newfolder # Upload

4 Fotos

9)

PDPDPPDPPPPPDPDP

PPPPPPPPC

X

File name

2002-08-08 13-07-38 Uhr.mp4

2002-08-15 10-29-19 Uhr.mpd

-40 Uhr.mpd

0-41-38 Uhr.mp4

2002-08-15 11-34-51 Uhr.mpa.

-14 Unrmpa.

0518-00-19 Uhr.mp4

1317-51-49 Uhr.mpd

1 MBUhr Carla und Paula im Laufstal.mpd

2002-11-1 2002Uhr Carla und Paula im

2002-12-23 1703Uhr Weihnachtsbaum ist aufgestelit mpd

-231718Uhr Carla und Paula schiafen.mpd

Size 7 Filelastmodif f, Creatc

1.26 MB

130MB

1.88 MB

222M8

187 M8

3.02MB

21.01M8

96.27 MB

59.23 M8

4430MB

51.27MB

26.07.2018 1029

% Editedby T,

000000000000000000

For the user and authorization management of the Google Drive Connection, that of the

integrated Google Drive environment applies throughout.

2315 Login

Users can log in with their Google account.

2316 FilesApp Features

With this type of connection, there are no restrictions on the functionality of the FilesApp.
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2.3.2 Local Drive Connector

2.3.21 General Information

In the desktop versions, the local storage systems, which are connected via the computer's
operating system, are automatically available in FilesApp free of charge. Both the search and
the file storage are possible in this connection.

2322 Preconditions
Local drive mounted in an up-to-date operating system such as Windows or MAC OS.

Installation of FilesApp Desktop App for Windows or MAC OS.

2323 Setup

No commissioning is required for the integration of the local storage systems, these are
automatically available after the start of the FilesApp.

2.3.2.4 Administration

No administration is required for Local Drive Connections.

2325 Login

The login to the Local Drive Connections takes place when the user logs on to the operating
system.

2326 FilesApp Features

The local storage systems are not cloud storage systems, so the share function is not available
with this type of connection, because FilesApp uses the functions of the storage system on an
API basis and these are not available by default on local storage systems.

The same applies to the search, the local files would have to be indexed and transferred to the
cloud. For local search, the file manager of the operating system is available.
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2.4  FilesApp Business Storage Connectors

241 DRACOON Connector

2.4.1.1 General Information

The EFS (Enterprise File Sharing) solution DRACOON is a file exchange application that offers
data security up to client-side encryption www.dracoon.com.

By connecting DRACOON as a storage connector, it is possible to extend the DRACOON EFS
solution with the following features:

- File and document management according to FilesApp's range of functions

- automated data protection via FilesApp document types, this means that document
types can be made available in the organization that use the connected DRACOON
instance as a storage system, for example for HR topics, contracts, documents
relevant to IP law, patents, etc.

- No separate user and authorization management is required in the FilesApp, which
applies to DRACOON throughout

- indexed search across all data rooms, including metadata from FilesApp tags and
storage of recurring search views

- Al for document recognition and reading the content that can be stored in tags

- Collaborative work on Microsoft 365 documents

- Workflows mit Microsoft Power Automate

- Document Preview

- Extended API functionality with use of tags and their content for document
management, e.g. integration of Dracoon into ERP, CRM systems, etc. with direct
display of documents stored on Dracoon

2412 Preconditions
Active and existing DRACOON account of the user.

Active and existing FilesApp DRACOON Connector license - see https://filesapp.com/pricing/

A license must be assigned to the user by the administrator of the FilesApp DRACOON
Connector license.

2413 Setup
Setting up a FilesApp DRACOON Connection.

2023-09-26 FilesApp PM - Service Description and Documentation Seite 29/144


http://www.dracoon.com/
https://filesapp.com/pricing/

D

App

24131 Setting up the first document library of the Connection

+ Newfolder # Uplood [%] Paste (1)
%, Documents x % General
FAV-P FINANCE | Documants
File name Size 7 Filelast

4 SmartUpload General

25.41 MB

® computer

G DSM DS - SharePoint
@ o

FADS - SharePoint
Q) oo

o-

(]

]
Connections O W Fotos

[ ]

Finance 225MB

DIDS - Google Drive

O FA DS - Indiividual Storage

+ ‘\

Set up a new connection to a DRACOON account in FilesApp by clicking on the plus sign next
to the Connections.

Add connection

Q bearch

Private

Google Drive
Connect a personal Google Drive environment

Microsoft OneDrive Personal
Connect a personal OneDrive account

Business

DRACOON

Connect a DRACOON Team

Google Drive Business

Connect a Google Drive Business Suite environment
Individual Storage

Connect an Individual Storage Instance

Microsoft OneDrive Business

Connect a Microsoft 365 OneDrive environment

Select the DRACOON connection.
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€ Add connection

DRACOON
Connect a DRACGON Team

Q, Hostname prifen

Enter the host name (URL) to the DRACOON environment and check it via "Check Host Name".
The host name is the URL with which DRACOON makes the environment available for this tenant.

€ Add connection

DRACOON
Connect a DRACOON Team

&= 2768586238 dracoon software

[LYXEN sign in with Dracoon

If the host name is successfully checked, "Sign in with DRACOON" can be selected.
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DRACOON

Login to grant FilesApp access 1o your protected resources

Password* ©

Help Imprint  Data privacy English ~

Enter and authenticate the login data with the email address of the user's DRACOON account
for the relevant DRACOON environment.

DRACOON

Do you want to authorize FilesApp to access your protected

resources?
Help Imprint Data privacy English ¥

Release the FilesApp usage in the DRACOON environment.
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4 Smart Upload

Connections

. Computer

(@D osm 0s - snarepoint

@ osw0s - oneprive

e FA DS - SharePoint
”

.:1

O ETC DSFA - Indivi

G DIDS - Google Drive

App

Add new library

After successful authentication, the DRACOON document library is displayed in FilesApp. Select

it.

Q 6o
+, smart Upload

Connections

@ o

G DSM DS - SharePoint
@ oswos - onerive

e FA DS - SharePoint

e DrDs - Google Drive
(D) ravram- shoreroint
@ 2w -onenrive

(D) 705 - individuai st
S

< Select Site
Q

Datenaustausch
FilesApp-Development
b

Finanzen

The data rooms activated for the user are displayed as “sites” and can be integrated as
document libraries. In this example, "Finance”.
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Connections

. Computer

DSM DS - SharePoint

© osvos - oneorive

FA DS - SharePoint
O oo

O ETC DSFA - Indivi
DIDS - Google Drive

+ Newfolder # Upload [%] Paste (1)

2023

X

File name

Ausgangsrechnungen

Auswertungen

Eingangsrechnungen

4 Sze 1T Filelast . Creatc T, Editedby T

The directory structure of the selected document library is then available in FilesApp. The files
are indexed and are also available via the search after a short time.

24132

+! smarupload

Connections

@ oo

(ED osm os - sharepoint

) o505~ oneorve

(& #0s - sharepoint
(D) neo0sea- v sorage
(O Froosa- mavisuai

@ os-seogeorve

(ED Favm - snarepoint
@ Favim - onedrive

O FA DS - Individual Storage

+ Newfolder & Upload [*] Paste (1)

2023

x

srechnungen

ngen

Eingangsrechnungen

Setting up additional Documents Library of the Connection

Size 7, Filelastmodif *, Cresto t,  Editedby 7

Use the + symbol in the upper right corner of FilesApp window to add a new document library.
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Add new library

4 Smart Upload df.s!elner@f}:ﬁ.se;:p.cnm
sracoo —

Connections

. Computer N .
My libraries
(@D osm 0s - snarepoint

Finanzen |
@ osw0s - oneprive

ED # 05 - sharspoint
(O
O SFA - Individual Storage:
G DIDS - Google Drive

@ FAV MM - ShorePoint

@ - oneorive

(O #~ 05 - ingivicual storage

Select "Add New Library".

< Select Site

+; smart Upload

Connections Datenaustausch

@ computer
G DSM DS - SharePoint FilesApp-Development
(-2 orive

(ED 705 - shararoint Finanzen
Giobal

Giobal

Giobal

() reo0s#a - inswiauot storage

D ETC DSFA - Indlivic

S - Google Drive

(@D Fav - sharapoint

@ rrvim- onerive

O FA DS - Ingividual Storage

Select the desired document library. In the example, "Datenaustausch’.
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+ Newfolder # Upload [%] Paste (1)
2023 x Datenaustau: X

batenaustousch | Datenaustausch

O | O Filename + Size 1, Filelastmodif 1, Creatc 1, Editedby 1

O Wm DracooN 5.85MB 12 B:40 @ @

Subsequently, this document library is available as another tab of this connection.

2414 Administration and Permissions

For the user and authorization management of the DRACOON Connection, that of the
integrated DRACOON environment applies throughout.

Users can only access document libraries, directories, and files for which they have been
granted rights by the DRACOON environment. Additional administration in FilesApp is not
required or not possible.

2415 Llogin

Users can log in with their DRACOON account or whatever else is provided by DRACOON, such
as 2-factor authentication.

241.6 FilesApp Features

With this type of connection, there are no restrictions on the functionality of FilesApp.
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242 Google Drive Business Connector

2421 General Information

With Google Workspace, Google provides companies and organizations with a cloud storage
system per workspace that allows them to share files and work together on documents, and
offers personal and group sharing in addition to the personal Google Drive storage systems.
You can see it as a counterpart to the Microsoft 365 offering.

2422 Preconditions

Active Google Workspace account with Google Drive storage access.

2423 Setup

Setting up a FilesApp Google Drive Connection.

+ Newfolder % Upload 2 00 @ C (g
sy Eingangsrech X 4 Documents x +
Q
File name v Size 17,  Filelastmodif Ty

Editedby T,

4% smart Upload 2023-06-12 Adobe Systems - Rechnungs-Nr. IEE2022006600066-3 - FAV-Production - 62,06 EUR - Abbuchung.pdf
S

56.80 KB 12.06.2023 09:33

Connections

@ coreuer

(D shareroint osi-0sm

@ oneoriveosm

0 SharePoint FilesApp
(© Finanzen

O«

@ coogeoiive

@ oracoon

2023-06-12 Adobe Systems - Rechnungs-Nr. [EE2022006600065-1 - FAV-Production - 52,06 EUR - Abbuchung,pdf e
Jungsnummer: I 085-1  Lieferantenname: Adobe System:

2023-01-08 Huber GbR - Rechnungs-Nr. REI0048 - FAV-Production - 11,90 EUR - Uberweisung.pdf SonE 1eis
48 eferantenname: Huber GbR i
2022-12-07 Huber GbR - Rechnungs-Nr. REI0047 - FAV-Production - 17,85 EUR - Uberwelsung.pdf i
12131KB 26042023 16:40
{uber GbR

2022-10-10 Huber GbR - Rechnungs-Nr. REI2345 - FAV-Production - 17,85 EUR - Oberwelsung.pdf
Re

52.80 KB 18102022 09:26

2022-10-06 KMpro - Rechnungs-Nr. 10 2022 42
59.96 KB

2022-10-06 KMpro - Rechnungs-Nr. 10 2022 4283 - FAV-Production - 267, - Abbuchung pdf e

2022-10-01 KMpro - Rechnungs-Nr. 10 2022 5044 - FAV-Production - 267,75 EUR - Abbuchung pdf TS

2022-10-01 KMpro - Rechnungs-Nr. 10 2022 4287 - FAV-Production - 267,75 EUR - Abbuchung.pdf o0 kn

2022-10-01 KMpro - Rechnungs-Nr. 10 2022 4286 - FAV-Production - 267,75 EUR - Abbuchung.pdf S90ke

KMpro

2022-10-01 KMpro - Rechnungs-Nr. 10 2022 4285 - FAV-Production - 267,75 EUR - Abbuchung.pdf

50.90KB

2022-09-10 Mayer Steuerberatungsgeselischaft mbH - Rechnungs-Nr. REID039 - FAV-Production - 238,00 EUR - Ube S
Ueferar Jayer Ste gsgeselischaft mbH

2022-09-10 Mayer Steuerberatungsgeselischaft mbH - Rechnungs-Nr. REI0038 - FilesApp GmbH - 238,00 EUR - Uberweisung.pdf
53.97 KB 18.10.2022 09:10
eferar gsgeselischaft mbH  Rechnungsnummer: REIN038

2022-09-10 Mayer Steuerberatungsgeselischaft mbH - Rechnungs-Nr. REI0037 - FilesApp GmbH berweisung,pdf
= 53.97K8 18.10.2022 09:09
Lieferante t

PP P PP PP PPPPPPDP PO
3@600@09@966696?
2000000000006 00

2022-09-10 Mayer Steuerberatungsgeselischaft mbH - Rechnungs-Nr. REID036 - FilesApp GmbbH - 238,00 EUR - Oberweisung pdf
53.97 KB 18.10.2022 09:08

Set up a new connection with a Google Drive account in FilesApp using the plus sign in the
Connections.
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Add connection

Q bearch

Private

Google Drive

Connect a personal Google Drive environment

Microsoft OneDrive Personal
Connect a personal OneDrive account

Business

DRACOON
Connect a DRACOON Team

Google Drive Business
Connect a Google Drive Business Suite environment

Individual Storage
Connect an Individual Storage Instance

Microsoft OneDrive Business
Connect a Microsoft 365 OneDrive environment

Select Google Drive Business connection.

€ Add connection

Google Drive
Connect a personal Google Drive environment

G sign in with Google ‘-\_L_

Select ,Sign in with Google”.
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Google

Zum Hinzufiigen eines weiteren Kontos anmelden

Ein Google-Konto fir alle Go nste

GMRrOL +> @

Enter and authenticate the credentials of the user's Google account for the relevant cloud

storage.

Google

Diese App wurde noch nicht von Google Gberprit, Es kann also sein, dass

angefordert hat, soten Sie nur fortfahren, wenn
kennan u: 15 vertrausnswurdig ansehen (s.schveinar@ds-men.

FilesApp benotigt Zugriff auf Ihr Google-
Konto

D aeioter.ctsiner@goeaitcom

Dadurch erhilt FilesApp diese Berechtigungen:

£ Gooe Drive-Datsien aufrfon, bearselen, srsislen und
loschen

& Metadaten von Datsien in Google Drive abrufen und verwalten
& e Profil Iren persdnlichen Datan auf Gaogle zuordnen

Parsanenbezogens Datan auffufen, einschisellich ler Daten,
© e Sio offantich zuganglich gemacht haben

&  Primare E-Mail-Adresse Ihres Google-Kontos abruen

ext andern

Ablehaen  Zulassen

Allow the access permissions of FilesApp.
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Add new library

or
<+ SmartUpload E

Connections

. Computer

SharePoint DSI-DSM
@ onevrivensm
ShareFoint FilesApp
O Finanzen

O ETC

e DRACOON

After successful authentication, the Google Drive Business Cloud storage will be displayed in

FilesApp. Select it.

+ Newfolder # Upload

A MyDrive x
drieter.stelner@gmaileom | My Drive

O | O Filename :

Size 7, Filelastmodif T, Creato T, Editedby 1

+} smart Upload
Connections

. Computer

@ SharePoint DSI-DSM
@ onevrivensm
arePoint FilesApp
O Finanzen

O ETC

& ouxcoon

Subsequently, the directory structure of the storage system is available in FilesApp. The files
are indexed and are also available via the search after a short time.
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Connections

B compuier

G E int DSI-DSM
@ onevrive osm

2 lesApp
O Finanzen

O«

e DRACOON

2424 Administration and Permissions

4+ Newfolder # Upload

4 Fotos

PDPDPPPPPPPPPPPPPPDPD PO
< s ' g

X

2002-08-

2002-08-15 1

-15 10-40-40 Uhr.mpd

0-41-38 Uhr.mp4

2002-08-15 11-34-51 Uhr.mpa.

200;

TI8URr Carla und Paula schiafen.mpd

Uhrjpg

2002-12-2416-16-03 Uhrjpg

Size 7, Filelastmodif T, Cre

1.26 MB 260

130MB

96.27 MB

59.23 M8

4430MB

MB

000000000000000000

For the user and authorization management of the Google Drive Connection, that of the

integrated Google Drive Workspace environment applies throughout.

Users can only access directories and files for which they have been granted rights by the
Google Drive Workspace environment. Additional administration in FilesApp is not required or

not possible.

Likewise, a user will not be able to search for and find files in Google Drive Workspace directories
and files if they do not have permission to do so by the Google Drive Workspace Administration.

Owners of Google Drive Workspaces can create and manage document types and tags in

FilesApp. Users of Google Drive Workspaces can only apply them.

2425 Login

Users can log in with their Google account.

2426 FilesApp Features

With this type of connection, there are no restrictions on the functionality of FilesApp.
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243 Individual Storage Connector

2.43.1 General Information

If an organization wants to integrate its own storage system into FilesApp for security and data
protection reasons, for example in order to be able to provide different document libraries in a
multi-client capacity, the Individual Storage Connector is available.

The individual storage can be operated in the cloud or on-premises.

This system is suitable for customers who do not use cloud services such as SharePoint or
Google Drive or who want to store sensitive files on their own servers.

The service encrypts each stored file with its own key according to the AES 256 bit standard
and enables the management of users, authorizations and projects. Provisioning is also done
via Docker. Installation documentation is available upon request.

It is https://filesapp.com/pricing/ possible to order the corresponding FilesApp licenses via the
FilesApp Online Store.

2.4.3.2 Preconditions

The organization can put the Docker container or VM images (Virtual Machines for Windows or
Linux) provided by FilesApp into operation in its own data center resources or have it made
available by a corresponding data center partner or FilesApp partner.

As soon as the licenses have been booked, FilesApp will provide the image for setting up the
individual storage in coordination with the client.

The prerequisite for the use of individual storage is the provision of an appropriate system.

The installation of the Individual Storage storage system is described in a separate
documentation, which is provided to the client by FilesApp.

2433 Setup

Setting up a FilesApp Individual Storage Connection.
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24331

+ New folder

£ Upioad

= Attachments X

< o

4, smart Upload

Connections

@ oo

(€D shareroint osi-Dsm

OneDrive DSM

Q SharePoint FilesApp
© Fnanzen
O ETC

e Dros
= DRACOON

@ st~ 1avrochction

+

Set up a new connection to an Individual

Connections.

File name.

Screenshot 2023-06-13 at 09.44.07.png

Screenshot 2023-06-13 at 09.4414png

Screenshot 2023-06-13 at 09.4420.png

Screenshot 2023-06-13 at 09.44.29.png

Screenshot 2023-06-13 at 09.45.03.png

Setting up the first document library of the Connection

Add connection

Q Search.

Private

Google Drive
Connect a personal Google Drive environment

* Microsoft OneDrive Personal
gl Connect a personal OneDrive account

Business

DRACOON

Connect a DRACOON Team

Google Drive Business

Connect a Google Drive Business Suite environment
Individual Storage

Connect an Individual Storage Instance

Microsoft OneDrive Business

Connect a Microsoft 365 OneDrive environment

Select the Individual Storage Connection.
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€ Add connection

Individual Storage
Connect an Individual Storage Instance

Q Host Code prafen

In the next step, enter the host code of the individual storage and select "Check host code”.

The host code is communicated to the admin of the Individual Storage when the Individual
Storage environment is put into operation, and the users in turn receive it from their
administrators.

€ Add connection

individual Storage
Connect an Individual Storage Instance

= FilesApp
Ow Sign in with Username and Password

@ Sign in with Microsoft

If the host code is resolved correctly, the login can be continued.

Via the welcome email when the administrator sets up a user, the user can either set up a
username and password to log in to the Individual Storage or log in to the Individual Storage
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with an MS365 account used for the Individual Storage Account with its email address via
Microsoft 365 login.

Welcome to FilesApp

FilesApp Message <message@filesapp.com>

FM

To: @ Dr. Dieter Steiner - filesapp.com

Welcome to ETC's FilesApp storage

ETC created a FilesApp account for you.

To get started please follow the steps below.

1. If the email address you received this email with is a Microsoft 365 account, you can use
your Microsoft log in credentials to log in to the FilesApp. Otherwise use basic authentication
with your mail address as username and set a password for your account:

Set new password

2. Download the FilesApp app via the following link. You're able to use the FilesApp in

parallel on any supported operating system:
Download the app

3. Click on the button below to connect your FilesApp installation with the secured storage
system of ETC:

Setup the app

If there is any question, please, don't hesitate to contact us:

support@filesapp.com

Here is an example of an invitation e-mail to an individual storage, as it is sent when a new
user is created.
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Sign in

Email address, phone number or Skype

@\ sign-in options

For Microsoft login, enter and authenticate the login data with the e-mail address of the user's
Microsoft 365 account for the relevant Microsoft 365 tenant.

Q  ciobal searc Add new library

4} smartupload G ieter Steiner - filesapp.com

Connections

. Gomputer

e SharePoint DSI-DSM
@ onevrivepsm
6 SharePoint FilesApp
Q) Finanzen

O ETC

@ ons
@ oracoon

After successful authentication, the document library of the Individual Storage is displayed in

FilesApp. Select it.
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< Select Site
Q, search.

4 Smart Upload

Connections Internal
Global
. Computer

(@D snarepoint osi-Dsm

@ onevrive oswm
g ShareFoint FilesApp
D Finanzen

O ETC

G DrDs

= DRACOON

(ED) axmuster - v production

reduction

The "sites” available for this user due to the user rights in the Individual Storage environment
are listed. Select the desired "site” here.

< Select document library
Q

+} smart Upload
Connections All ibraries
@ o

(ED snarepoint osi-psm Test Library
10001 - Internal

@ oneorive osm

(ED snareront fiesapp

O«

@ o
& oracoon

In the next step, the document library of the selected "site” will be displayed. Select the one you
want here.

A special feature here is the document library "All Libraries”.

Individual storage is a multi-tenant storage system, which is relevant, for example, in
companies with different customer or client communications. In this way, individual document
libraries or, for example, all libraries internally, can be released for editing by all clients.
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With appropriate user rights, this is displayed and includes access to all document libraries of
the Individual Storage.

+ Newfolder # Upload
Test Library x Test Inv X All Libraries X
Internal | All Uibraries
Size

Q

+} smart Upload

Connections
. Computer
@ DSMDS

S - OneDrive

SharePoint

(@ o105 - soogie vrive
(@ Fa0s - oracoon
e FAV MM- SharePoint
@ v

O

Example view when selecting "All Libraries” with access to all tenants of the Individual Storage

shared with the user.

+ Newfolder & Upload

Testlbrary X

Internal | Test Ubrory

Q . [ Filename

stmodif *, Creatc t,  Editedby T

~ @ 0

+} smart upload C Uploads

Connections

@ oo

(& snaropoint osi-oswm
e OneDr DSM
e SharsPoint FilesApp
(O rinanzen

O

@ oos

@ oracoon

(ED) Moxtustor - aver
. .

When a specific document library is selected, the directory structure of the selected document
library is then available in FilesApp. The files are indexed and are also available via the search

after a short time.
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2.433.2 Setting up additional document libraries of the Connection

4+ Newfolder # Upload

Testlbrary X
Intsmel | Tast Ubrary

O | O Filename + Size 1, Filelastmodif 1, Crestc 1, Editedby %
+! smart Upload O W uploads 0B 07, 2411 o e

Connections

. Computer

(@D osv 0 - sharepoint

@ osvos- oneorive

(ED 705 - shararoint

O o

O sroosea-

@ oros - sooglevrive
@ Fos-oracoon
(ED #av k- sharspoint
@ v eDrive
O F

In FilesApp, select the plus sign in the upper right corner of the connection.

Test Library

Add new library

o ; Dr. Dieter Steiner - filesapp.com
+} smartupload I N

Connections

@ o

G DSM DS - SharePoint My libraries

e DSM DS - OneDrive internal | Test Library
xste

(ED 705 - shararoint 10001 - intar

O reow pviual sterage

O ETC DSFA = Individual Storage

e DrDS - Google Drive

@ s -oracoon

(@D FAv - sharapoint

@ #avmm- onedrive

(@ B

Select "Add New Library".
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Test Library
¢ Select SharePoint Site

<+ SmartUpload

Internal

Connections

. Computer

DSM DS - SharePoint

Global

FA DS - SharePoint

O NEO e

O ETC DSFA - Individual Storage
DIDS - Google Drive

e FA DS - DRACOON

e FAV MM- SharePoint

© v - oneprive

O FADS -1

Select the desired "site” here.

Test Library
< Select document library

4} smart upload

Connections

. Computer

G DSM DS - SharePoint

(@ osmos - onevrive

FADS - SharePoint ——

10001 - Intarnal
Individu

DIDS - Google Drive

(@ FaDs - oracoon

(@D Favmm- snareoint

© v - onsorive

The document libraries are displayed.
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Test Library

< Select document library
Q, search.

Q ¢

4 Smart Upload

Connections All Libraries

B computer

(@D osm 0s - snarepoint Tast Invoices
10002~ internai
Test Library
10001~ intornal

@ oros - oogie oive
= FA DS - DRACOON

e FAV M- SharePoint
@ v eDrive
O FADS

Select the desired document library and it will then be available as a new tab for this

connection in FilesApp.

+ Newfolder % Upload
Test Library x Testinvolces X

Intemal| Test Invoices.
1 Size T, Filelastmodif 7, Creatc 7, Editedby T

o e @ @

Q ¢ + O | O Filename
4 smart Upload O | W uploads

Connections

@ o

G DSM DS - SharePoint

@ oswos - onerive

(ED 7 0s- shareroint

0 oo piual storage

e Dros - Google D
@ r05-oracoon
(D 2v - snarepoint
@ ravmu- onenrive
O rosr

Repeat this process for all desired document libraries.
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2.43.4 Administration and Permissions

For the user and authorization management of the Individual Storage, FilesApp provides a
web-based administration interface - the Individual Storage Admin Portal. The administrator
of the Individual Storage Connection receives the access data as a result of the booking or
commissioning.

The first user of the Individual Storage to be created is also the administrator. They can create
additional users or administrators and manage them in addition to groups in the Individual
Storage Admin Portal.

2435 Login

Users can log in to Individual Storage using a username and password or a Microsoft 365
account, as long as the email address used for the user in the Individual Storage Admin Portal
is also assigned to a Microsoft 365 account.

243.6 FilesApp Features

With this type of connection, there are no restrictions on the functionality of FilesApp.
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2.4.4 Microsoft 365 OneDrive for Business Connector

2441 Generadl Information

As described in the Microsoft 365 SharePoint Connector section, the various functionalities are
available in a Microsoft 365 tenant.

By default, each user also receives the OneDrive for Business app in the tenant, which is a
separate storage system for the user. This is a separate online document library for the user in
the Microsoft 365 environment, which is located in the base on the tenant's SharePoint
environment.

2.4.42 Preconditions

Active and existing Microsoft 365 account of the user and unlocked OneDrive app in the
account.

Active and existing FilesApp Microsoft 365 SharePoint Connector license - see
https://filesapp.com/pricing/

The user must have a license assigned by the administrator of the FilesApp Microsoft 365
SharePoint Connector license.

2443 Setup

Set up a FilesApp Microsoft 365 OneDrive for Business Connection.

4+ Newfolder # Upload
5; Eingangsrech X Documents x
> e

File name v Size 17, Filelastmodif T, Creato 17, Editedby 1

<
(@)
(@]

4% smartupload 2023-06-12 Adobe Systems - Rechnungs-Nr. IEE2022006600065-3 - FAV-Production - 52,06 EUR - Abbuchung.pdf
s

56.80 KB
P 06600065-3 eferantenna

Connections

. Computer

D snororointosi-osm
@ oneorive osm

(D shoreroint Filesapp
© Finanzen

Oec

@ coogieorive

@ oracoon

2023-06-12 Adobe Systems - Rechnungs-Nr. IEE2022006600065~1 - FAV-Production - 52,06 EUR - Abbuchung.pdf S
echnungsnumn 551 Liefer
2023-01-08 Huber GbR - Rechnungs-Nr. REI0048 - FAV-Production - 1,90 EUR - Uberweisung.pdf
21301KB  08.06202316:18
ReShAURGHH 48
2022-12-07 Huber GbR - Rechnungs-Nr. REI0047 - FAV-Production - 17,85 EUR - Uberweisung pdf
12131KB 2604202316140
fefe ber GbR
2022-10-10 Huber GbR - Rechnungs-Nr. REI2345 - FAV-Production - 17,85 EUR - Oberweisung.pdf
5280 K8 18.10.20
jefe fuber GbR chnungsnumiT
2022-10-06 KMpro - Rechnungs-Nr. 10 2022 4284 - FAV-Production - 267,75 EUR - Abbuchung.pdf

iofe pro  Rechi

59.96 KB

2022-10-06 KMpro - Rechnungs-Nr. 10 2022 4283 - FAV-Production - - Abbuchung.pdf i

2022-10-01 KMpro - Rechnungs-Nr. 10 2022 5044 - FAV-Production - Abbuchung pdf D
Liefe Rechnungsnummer: 10/20:

2022-10-01 KMpro - Rechnungs-Nr. 10 2022 4287 - FAV-Production - 2 - Abbuchung pdf woia

2022-10-01 KMpro - Rechnungs-Nr. 10 2022 4286 - FAV-Production - Abbuchung pdf SERS s

2022-10-01 KMpro - Rechnungs-Nr. 10 2022 4285 - FAV-Production bbuchung.pdf
Lieferantenname Jantmme

50.90KB 07.12.2022 16:36

2022-09-10 Mayer Steuerberatungsgeselischaft mbH - Rechnungs-Nr. REI0039 - FAV-Production - 238,00 EUR - Uberweisung.pdf
5397KB 18.10.2022 09:12
eferant gsgeselischaft mbH T

2022-08-10 Mayer Steuerberatungsgeselischaft mbH - Rechnungs-Nr. REI0038 - FilesApp GmbH - 238,00 EUR - Uberweisung pdf .
5397KB 181020220910
Liefe gsgesellschaft mbH

2022-08-10 Mayer Steuerberatungsgesellschaft mbH - Rechnungs-Nr. REI037 - FilesApp GmbH - 238,00 EUR - Uberweisung.pdf -
5397K8  18.10202209:09
Liefe geselischaft mbH

PP PP PP PP PPPPPDP P
P00D0D0DODDODODODODODDODO6GO60OO
2000000000066 00

2022-09-10 Mayer Steuerberatungsgeselischaft mbH - Rechnungs-Nr. REI0036 - FilesApp GmbH - 238,00 EUR - Uberweisung.pdf =
= 5397 K8 18.10.2022 09:08

Set up a new connection to a Microsoft 365 OneDrive for Business account in FilesApp via the
plus sign in the Connections.
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Add connection

Private

Google Drive
Connect a personal Google Drive environment

Microsoft OneDrive Personal
Connect a personal OneDrive account

Business

DRACOON

Connect a DRACOON Team

Google Drive Business

Connect a Google Drive Business Suite environment
Individual Storage

Connect an Individual Storage Instance

Microsoft OneDrive Business

Connect a Microsoft 365 OneDrive environment

Select the Microsoft 365 OneDrive Business connection.

€ Add connection

Microsoft OneDrive Business

Connect a Microsoft 365 OneDrive environment \

@ Sign in with Microsoft

Select ,Sign in with Microsoft”.
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Sign in

@\ sign-in options

Terms of use  Privacy & cookies

Enter and authenticate the login data with the email address of the user's Microsoft 365
account for the relevant Microsoft 365 tenant.

qQ Add new library

4! smartuplaad a M Muster - FAY Production

Connections

. Computer

@ sharePoint DSI-DSM

@ oneorive osm

@ SharePoint FilesApp

O ETC

Google Drive
@ oracoon

After successful authentication, the OneDrive document library is displayed in FilesApp. Select
it.
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4+ Newfolder # Upload

= Myfiles x
MMuster@iav-production.com | My files
Q clo File name + Size 7, File last 7, Create 1, Editedby 1,

4 Smart Upload 1 Attachments

Connections O Desktop.

Computer
@ = ) | o

SharePoint DSI-DSM
@ onevrivensm
ShareFoint FilesApp
O Finanzen

O ETC

Google Drive
@ oracoon
Q-
Q-

The directory structure of the selected document library is then available in FilesApp. The files
are indexed and are also available via the search after a short time.

+ Newfolder # Upload

= Attachments X

File name Size 7, Filelastmodif T, Crestc 1T, Editedby 1

4, smart Upload Screenshot 2023-06-13 at 09.44.07.png 1.64 MB 13.06.2023 09:48

Connections Screenshot 2023-06-13 at 09.4414.png 1.38 MB 13.06.2023 09:48

@ oo
h Screenshot 2023-06-13 at 09.4420.png 1.28 M8 13.06.2023 09:48
@ srororointosrosm B

Screenshot 2023-06-13 at 09.44.29.png 3.69MB 13.06.2023 09:48

9 OneDrive DSM

g SharePoint FilesApp
O Foraen

O

Google Drive

@ orscoon

Screenshot 2023-06-13 at 09.45.03png 593.91 KB 13.06.2023 09:48

(ED VoxMuster - eav production

+

2.4.4.4 Administration and Permissions

For the user and authorization management of the Microsoft 365 OneDrive for Business
Connection, that of the integrated Microsoft 365 SharePoint environment applies throughout.
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Users can only access document libraries, directories and files for which they have been
granted rights by the Microsoft 365 OneDrive for Business environment. Additional
administration in FilesApp is not required or not possible.

2445 Login

Users can sign in with their Microsoft 365 account.

2.4.4.6 FilesApp Features

With this type of connection, there are no restrictions on the functionality of FilesApp.

2023-09-26 FilesApp PM - Service Description and Documentation Seite 57/144



D

App

245 Microsoft 365 SharePoint Connector

2451 General Information

A Microsoft 365 site, also known as a SharePoint site, is a web-based collaboration and
document management platform provided by Microsoft. It is part of the Microsoft 365 suite of
productivity tools, which includes applications such as Word, Excel, PowerPoint, Outlook, and
more.

SharePoint sites are designed to help teams and organizations store, organize, and share
information, documents, and resources. They provide a central location where users can
collaborate on projects, co-create documents, manage workflows, and maintain version
control.

Microsoft 365 sites offer several features and functionality, including document libraries for
storing files, lists for tracking data, calendars for scheduling events, discussion boards for
communication, and customizable web parts for displaying relevant information.

These websites can be accessed through web browsers, mobile devices, and desktop
applications, giving users the flexibility to access their content and collaborate regardless of
their location.

Microsoft 365 sites also provide security features to protect sensitive information and control
access to documents and resources. Administrators can define permissions and user roles to
ensure that only authorized people can view, edit, or share specific content.

Overall, Microsoft 365 sites facilitate collaboration, communication, and information
management within organizations, enabling teams to collaborate efficiently and effectively.

With the widely used Microsoft 365 Apps, a Microsoft 365 SharePoint document library is
available per tenant (a licensee’s environment with Microsoft 365 Apps), which is based on the
storage system provided by Microsoft in such an environment.

This environment is divided into different document libraries, such as the Microsoft 365 Groups
and Teams that are set up, or individual sites. With each of the functionalities mentioned,
separate document libraries are made available on the SharePoint environment of the
Microsoft 365 tenant, they can be regarded as their own storage systems, since different user
authorizations can also be defined for each document library.

In this way, a user with a Microsoft 365 license can have access to several document libraries
in addition to using the unlocked apps. As an example, a company can be mentioned here, for
example, for which, for example, a Microsoft 365 team has been set up per department. Each
team has its own document library.

FilesApp makes it easy to access the various document libraries without having to switch
between the document libraries in several steps. In addition, FilesApp allows you to quickly find
files via all document libraries set up in the FilesApp, and much more.

In FilesApp, several document libraries and also several different Microsoft 365 tenants, again
with their document libraries, can be set up.

2452 Preconditions

Active and existing Microsoft 365 account of the user.
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Active and existing FilesApp Microsoft 365 SharePoint Connector license - see
https://filesapp.com/pricing/

The user must be assigned a license by the administrator of the FilesApp Microsoft 365
SharePoint Connector license.

2453 Setup
Setting up a FilesApp Microsoft 365 SharePoint Connection.

24531 Setting up the first document library of the Connection

+ Newfolder 4 Upload A 0 & C "%
% Nutzungsbedingu x (s Dokumente X ap Prasentation Proc x sy Scripts x sy Dokumente X (5 Dokumente x % Nutzungsbedingt x Tem +
Product Management | Dokumenta Q

[ Filename 1 Size 7, Filelastmodift 17, Creato 1, Editedby 1,
4 Smart Upload M@ Documentation 02.07.2022 14:3: g
Connections M General 0B 9
. Computer BB Mockups 2332 M8 02.07. 9 9-
- 2002 9

@ sSharePoint DSI-DSM
B TestDocs 18.89 MB

o OneDrive DSM

Google Drive

+\

In FilesApp, set up a new connection to a Microsoft 365 SharePoint tenant via the plus sign in
the Connections.
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Add connection

‘ : Connect a personal Google Drive environment

6 Microsoft OneDrive Personal
Connect a personal OneDrive account

Business

DRACOON
Connect a DRACOON Team

Google Drive Business
Connect a Google Drive Business Suite environment

Individual Storage
Connect an Individual Storage Instance

Microsoft OneDrive Business
Connect a Microsoft 365 OneDrive environment

Connect a Microsoft 365 SharePoint Tenant to create a connection to a
document library

a Microsoft SharePoint

Microsoft Teams
“ Eine Verbindung zu einem Microsoft 365 Team herstellen.

Select Microsoft SharePoint connection.

€ Add connection

Microsoft SharePoint
Connect a Microsoft 365 SharePoint Tenant to create a connection to a

document library

gn in with Microsoft

Select ,Sign in with Microsoft”.
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Sign in

@\ sign-in options

Enter and authenticate the login data with the email address of the user's Microsoft 365

account for the relevant Microsoft 365 tenant.

Add new library

4} Smart Upload

Connections

@ oo

e sharePoint DSI-DSM

o OneDrive DSM

g SharePoint FilesApp

O Finanzen
D ETC

Google Drive
e Max Muster - FAV Pro..  §

+

After successful authentication, the document library of the Microsoft 365 tenant is displayed

in FilesApp. Select it.
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FilesApp
a ¢ Select SharePoint Site
Gl h...

Q, search..
+
+, smartUpload

Communication site

Connections

@ comvr

9 SharePoint DSI-DSM FAV-P FINANCE

c OneDrive DSM

@ SharePoint FilesApp FAV-PIT

" FAV-PT
Finanzen

Global

FAV-P FINANCE

FAV-P MANAGEMENT
FAV-P MANAGEMENT

FAV-P PROCUREMENT
FAV-P PROCUREMENT

FAV-P SALES
FAV-P SALES

The "sites” available to this user due to user rights in the Microsoft 365 environment are listed.
Select the desired "site” here.

AN aecC @

+

€ Select document library

Q search...
<+, Smart Upload

Connections Documents
Global
. Computer

g sharePoint DSI-DSM

o OneDrive DSM

@ SharePoint FilesApp

() rinanzen
D ETC

Google Drive

In the next step, the document library of the selected "site” will be displayed. Select it.
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4 smart Upload

Connections

@ corvre

9 SharePoint DSI-DSM

o OneDrive DSM

@ shareoint FilesApp
© Focraen

0 ETC

e Google Drive

Q Max -

+ Newfolder 4 Upload

Documents X

FAV-P FINANCE | Documents
[ Fitename
BB Finance

B General

o

Size 7, Filelastmodifi T, Creatc 17, Editedby

© o
womn @ @

6.73MB

18.10.202215:05

The directory structure of the selected document library is then available in FilesApp. The files

are indexed and are also available via the search after a short time.

<+, smart Upload

Connections

@ oo

Q sharePoint DSI-DSM

G OneDrive DSM

G SharePoint FilesApp

© rooraen

(@G5
Google Drive
0 Max Mu: - FAV Pro.

+

2023-09-26 FilesApp PM - Service Description and Documentation

+ Newfolder % Upload

o

Finance X
FAV-PF
[ Filename

B c&ingangsrechnungen

. 2022-07-02 Adobe Systems - Rechnungs-Nr. IEE2022007710678 - FAV-Production - 52,06 EUR - Abbuchung.pdf

jang

. 2022-12-07 Huber GbR - Rechnungs-Nr. REI0047 - FAV-Production - 17,85 EUR - Uberweisung.pdf

ter

me: Adob

IEE

Size 1

6.50 MB

56.80 KB

121.31K8

A 0D & C @
+

Q i this directory

Filelastmodif 7, Creatc 17, Editedby 1T,

18.10.2022 15:05
07.12.2022 22:49

30.05.2023 20:47
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24532 Setting up additional document libraries of the Connection

+ Newfolder % Upload

éb Finance X

FilesApp A
Q Glot < ) Filename Size 17, Filelastmodif 17, Creatc 1, Editedby 1,
<+ smart Upload BB Eingangsrechnungen 650MB  18.10.20221505

Connections
Jang: Lief ungsnummer: IE

2022-07-02 Adobe Systems - Rechnungs-Nr. IEE2022007710678 - FAV-Production - 52,06 EUR - Abbuchung.pdf
. = 56.80 KB 07.12.2022 22:49

@ o
. 2022-12-07 Huber GbR - Rechnungs-Nr. REI0047 - FAV-Production - 17,85 EUR - Uberweisung.pdf 121.31 KB 30.05.2023 20:47

g SharePoint DSI-DSM

G OneDrive DSM

g SharePoint FilesApp
© Finanzen

O ETc

e Google Drive

g Max Muster - FAV Pro.

+

In FilesApp, select the plus sign in the upper right corner of the connection.

O

+ Newfolder % Upload
+

% Finance x (55 New

FilesApp
Q el h. Add new library

4 smart upload

Connections

@ corvr

e SharePoint DSI-DSM

e OneDrive DSM

@ sharePoint FilesApp

© roraan

o=
e Google Drive
Q Max Muster - FAV P

+

Select "Add New Library".
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+ Newfolder 4 Upload

% Finance x 55 New

4 smart Upload

Connections

@ oo

9 SharePoint DSI-DSM

c OneDrive DSM

0 SharePoint FilesApp

O Focrzen
O [3(=

coogieiie
@

Select the desired "site" here.

+ Newfolder 4 Upload

5 Finance x 55 New

Q G
+; smartUpload

Connections

@ i

9 SharePoint DSI-DSM

e OneDrive DSM

0 SharePoint FilesApp
(©) Fanzen

D ETC

Soogl v
9 Max Muster = FAV Pro

+

The document library is displayed.

¢« Select SharePoint Site

ch...

Communication site
Global

FAV-P FINANCE
FAV-P FINANCE

FAV-PIT
FAV-PT

FAV-P LOGISTICS
FAV-P LOGISTICS

FAV-P MANAGEMENT
FAV-P MANAGEMENT

FAV-P PROCUREMENT
FAV-P PROCUREMENT

FAV-P SALES
FAV-P SALES

¢« Select document library
Q, search..

Documents
Global

2023-09-26 FilesApp PM - Service Description and Documentation
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+ Newfolder 4 Upload 00 &« C '%

% Finance 4 s; Documents X ar
sctory

FAV-PIT| Documents Q, searc

Q el - O [ Filensme + Size T, Filelastmodifi %, Creatc 17, Editedby T,
+: srmart Upload O | W ceneral 0B 24.02.2022 23:25 e e

Connections

@ comvr

9 SharePoint DSI-DSM

c OneDrive DSM

@ sharePoint FilesApp

Select it and it will then be available as a new tab for this connection in FilesApp.

Repeat this process for all desired document libraries.

2.45.4 Administration and Permissions

For the user and authorization management of the Microsoft 365 SharePoint Connection, that
of the integrated Microsoft 365 SharePoint environment applies throughout.

Users can only access document libraries, directories and files for which they have been
granted rights by the Microsoft 365 SharePoint environment. Additional administration in
FilesApp is not required or not possible.

The permissions apply to the entire FilesApp range of functions. If, for example, the external
sharing of documents is not approved by the Microsoft 365 SharePoint Administration, this is
also not possible via the FilesApp.

Likewise, a user cannot search for and find files in document libraries if he/she does not have
access authorization from the Microsoft 365 SharePoint administration.

Owners of Microsoft 365 SharePoint document libraries, such as those created by Microsoft 365
Teams, can create and manage document types and tags in FilesApp. Users of Microsoft 365
SharePoint document libraries can only apply them.

2455 Login

Users can sign in with their Microsoft 365 account.
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2.45.6 FilesApp Features

With this type of connection, there are no restrictions on the functionality of FilesApp.
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3 Search

3.1  FilesApp Search

If storage systems and their document libraries have been integrated into FilesApp, the files
and their contents are indexed (if content indexing is activated) and are available for search
after indexing.

3.2 Current Directory Search

If the user only wants a simple search for file names in the current directory, this can be
executed in the search field.

+ Newfoider # Uplood [%] Paste (3)

5j Eingangsrech X 4 Documents x
ts > Finance
File name ¥ Size 1 Filelastmodif 1, Creato 1, Editedby 1

4! smartUpload 2023-01-08 Huber GbR - Rechnungs-Nr. REI0048 - FAV-Production - 11,90 EUR - Uberweisung,paf

213.01K8 08.01 618
Rechnungsnume 048 ieferantenname: Huber ¢

Connections

. Computer

D snororointosi-osm
@ oneorive osm

Q SharePoint FilesApp
© Finanzen

Oec

@ oos

@ oracoon

(o 12

@ VoxMustor - eavproduction

2022-12-07 Huber GbR - Rechnungs-Nr. REI0047 - FAV-Production - 17,85 EUR - Oberweisung.pdf o
12131KB 260420231640
Liefe

5280 KB 18.10.2022 09:26

2022-09-10 Huber GbR - Rechnungs-Nr. REI040 - FAV-Production - 17,85 EUR - Oberweisung pdf
Liefe o: Huber GbR

5390KB 18.10.2022 09:14

2022-08-09 Huber GbR - Rechnungs-Nr. REI0041 - FAV-Production - 17,85 EUR - Uberweisung pdf

5390 KB
Liefe

2022-09-08 Huber GbR - Rechnungs-Nr. REI0042 - FAV-Production - 17,85 EUR - Abbuchung.pdf
Liefe ber GbR b

5391KB 18102022

2022-07-10 Huber GbR - Rechi -Nr. REI0043 - FAV-Production - 17,85 EUR - O t
uber echnungs-Nr. roduction - 17,8¢ berweisung,pd i Tei0a om0
Liofe 5: Huber GbR ech

2022-06-10 Huber GbR - Rechnungs-Nr. REIN044 - FAV-Production - 17,85 EUR - Ot

D
R
R
R
R
R
]
R
R

00000066
000000086

53.90KB 18102022 09:2
Uiefe {uber Gt

o
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3.3 Globale Suche

3.31 Searchin general

If the Global Search is selected by clicking/typing in the corresponding field, "All" files will be
displayed first.

sApp

& web.filesapp.com;

# B Flename

Y  searchview = O flename’ | Directoryname | Togs' | Content 2 @« c®

Togslastedited + Togseditedby File last modified

PP 2023-09-23 Foto Entwickiung - iPhone Aufahmen - Sebastian Schreiner-00Lpng

> FAV-PF £ - Documents > Fotos » Entwicklung > iPhone Aufnahmen » 2023-08-23
23.09.2023 1112 e 23.09.2023 1112

4% smart Upload
2023-09-23 Foto Entwicklung - IPhone Aufnahmen - Sebastian Schreiner-002png
i Max Mustor - F tion » FAV-P FINANCE - Documents > Fotos » Entwicklung » iPhone Aufnahmen > 2023-08-23
Connections 9 23.092023 1112 23092023 1112

+ - Ube ung._Lpdf
Al houng > 2022-04
2109.2023 07:26 21092023 07:26

2022-04-10 Huber GbR - Rechnungs-Nr. REI0046 - FAV-Production - 17,85 EUR - Uberw
> FAV-P » Finance > Eingangsrechnungen > o

2022-12-02 Adobe Systems - Rechnungs-Nr. IEE2022012298325 - FAV-Production - 52,06 EUR - Abbuchung pdf
> FAV- cuments » Finance » fingangsrechnungen
DN - 08.08.2023 15:42 08.08.2023 15:42

2022-06-02 Adobe Systems - Rechnungs-Nr. IEE2022005483012 - FAV-Production - 52,06 EUR - Abbuchung pdf
cuments > Finance > Eingangsrechnungen
i o 03.08.2023 01:38

2022-06-02 Adobe Sy: e ~Nr. IEE2022005483012 - FAV-Production - 52,06 EUR - Uberweisung.pdf
Documents > Finance »> Eingangsrechaungen
2909 o 02.08.202310:29 02.08.202310:29

2022-06-02 Adobe Systems - Rechnungs-Nr. 02-JUN-2022 - FAV-Production - 52,06 EUR - Uberweisung pdl
» FAV-P FINANCE - Documents > Finance > Eingangsrechnungen
L o 31.07.2023 14:36

2022-06-02 Adobe Systems - Rechnunas-Nr. IEE2022005483012 - FAV-Production - 52,00 EUR - Abbuchuna.pdf
84 Elements found

If strings are now entered for the search, FilesApp filters for the characters in all areas, such as
file names, directories, tags and file contents.
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3.3.2 Searchin file names

For a more detailed search only for file names that contain the string specified in the search,
the "File name" tab is available.

& web.filesapp.com; 6 % B » 0@

v D - () | o | ' -cll

# B Filename Togslastedited + Togseditedby  File last modified

2023-09-23 Foto Entwicklung - iPhone Aufnah
> FAV-P FINANCE - Doc s > » 2023-09-23
1 _n 23.09.2023 1112 23.09.2023 1112

4! smart Upload
2023-09-23 Foto Entwicklung - iPhone Aufnahmen schreiner-002png
i P > FAV-P FINANCE - Doc g > iPhon non > 2023-08-23
Connections = 23092023 1112 23.09.2023 112

+ 2019-10-26 Foto Apple iPhone XS PaulaXunstAugeMalenjpeg
> FAV-P FINANCE - Documents > Fotos > Apple iPhone XS
15.06.2023 09:06 15.06.2023 09:06
2023-06-26 - Foto - Test Test- auge.pdf _
» FAV-P FINANCE - Documents > Fotos > Test Test 2800820752156

2023-06-26 - Foto - Test Test- auge.docx

L |
L]

a

26.06 23
- > FAV-P FINANCE - Documents > Fotos > Test Test 2000202 22

5 Elements found

3.3.3 Searchin directory names

The targeted search for directories is possible via the "Directory name" tab.
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& Filesapp

& web.filesapp.com) L h * ® :
Search view - Al Filename Tags  Content A & C @
B rilename Tagslastedited + Togseditedby  File last modified

Fotos

[ T . i . 0508202301t

+; smart Upload

Connections

(@ o estr - av-procuction

a

1Elements found

3.3.4 SearchinTags

If a file has been tagged with a document type via FilesApp using Smart Upload, Workflow or
API connection, it is possible to search specifically for tag content.

8 Fieshnp

& web.filesapp.com/

Y  searchview S| Ax | Fienome’ | Directorynome @ Content 2 »ac®

# B riename Tagslostedited + Togseditedby File last modified

2023-09-23 Foto Entwicklung - iPhone Aufnahmen - Sebastian Schreiner-00Lpng

) > FAV-P FINANCE - Documents > Fotos > Entwicklung » iPhone Aufnahmen > 2023-08-23
Q photo 230920231112 23092023 1112

4% smart upload
2023-09-23 Foto Entwicklung - iPhone Aufnahmen - Sebastian Schreiner-002png

> FAV-P FINANCE - Doc s > Entwickiung > iPhone Aufnahmen > 2023-08-23
23.09.2023 1112

Connections
0 Max Muster - FAV-Production

i 2019-10-26 Foto Apple iPhone XS PaulaXunstAu
s > AppleiPhone XS

2019-10-26 - Apple IPhone XS Paula,Au

> FAV-P FINANCI s > Apple iPhone XS

14.06.202315:51 14.06.2023 1551

4 Elements found

By entering more strings, a search can become more and more detailed.
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B Fieshop

& web.filesapp.com/

@9
FilesApp

‘ > FAV-P FINANCE - Documents > Fotos > E
Q Photo 2023 1 n

4, smart Upload
Connections

i,

Y  searchview

2023-09-23 Foto Entwicklung - iPhone Aufnahmen - Sebastian Schreiner-001.png
» iPhone Aufnahmen > 2023-08-23

# B Flename

2023-09-23 Foto Entwicklung - iPhone Aufnahmen - Sebastian Schreiner-002png
fox Must > F NCE - Documents » Fotos » ung > iPhone Aufnohmen » 2023-08-23

2 Elements found

3.3.6 Searchin file contents

If content indexing is activated for a connection, it is also

regardless of file names and tags.

<+ Smart Upload

Connections

. Computer

DS - SharePoint
© osvos - oneorive
FA DS - SharePoint
O NEG DSFA - Individual Storage

O ETC DSFA - Indlivid

e DIDS - Google Drive

(ED v - sharepaint

e FAV MM - OneDrive
O FADS - Individual Storage
e FA DSFA - DRACOON

+

Seite 72/144

Search view il Filename  Direct

#* B Fienome

G mibE - DS Mentori > Upload Balege

1Elements found

2 »ac@®

Togslostedited +  Togseditedby File last modified

23.09.2023 1112 e 23.09.2023 1112

23.092023 1112 e 23.09.2023 1112

possible to search for them,

A & C @

Tagslostedied & Togseditedby File lost modified

3105.2023 08:43
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3.4 Search Filter

The filter button provides further options for refining the search.

n Search view Filename  Directory name  Tags  Contel

Filter options
Document Library
DSM DS - OneDrive > Dr.Steiner@ds-men.com > Myfiles  DSMDS - SharePoint > Data > Dokumente  DSM DS - SharePoint > FileApp - Demo
Document type
N FAV-P Finance - Eingangsrechnung ~ Photos
<+, smartUpload Tags
Connections 10/2022/4283  10/2022/4284  10/2022/4285  10/2022/4286  10/2022/4287  10/2022/5044  l4Tage  Abbuchung  AdobeSystems  Apple  EUR  Entwickiung  Fotobox
. B # B Filename Tagslastedited + Tagseditedby File last modified

DSM DS - SharePoint
@ > & 2022-10-27 Foto Entwicklung - iPhone Aufnahmen - Sebastian Schreiner-003 HEIC

o DSM DS - OneDrive

O FA DS - sharePoint
2022-10-27 Foto Entwicklung - iPhone Aufnahmen - Sebastian Schreiner-002 HEIC
NEO DSFA - Individual Sto

= sPoint > FAV-P FINANCE - Documents > Fotos » Enty g » iPhone Aufnahmen » 2022-10-27

okt: Ent

23.06.2023 12:41
O ETC DSFA - Indiividual Storage

DrDS - Gaogle Drive 2022-10-27 Foto Entwickiung - iPhone Aufnahmen - Setx er-001 HEIC
v MM Jint > FAV-P FINANCE - Documents > Fotes » Entwicklung » iPhone Aufnahmen > 2022-

9 FAV MM - SharePoint

2023-06-18 Foto Entwi ian Schreiner - 2HEIC

O FA DS - Individual Storage A ePol P FINANCE - Documents > Fotas » Entwicklung > iPhone Aufnahmen

ntwickiung

2106202313 22062023155
= FA DSFA - DRACOON &
+ 2 8 Foto Entwicklung ian Schreiner - LHEIC

> FAV-P FINANGE one Au » 2023-06-18
N 21062023 13:49

06-18 Foto Entwicklu iPhone Aufnahmen - Sebastian Sch

» FAV-P FINANGE - Documents > Fotos » Entwicklung » iPhone Aufnchmen
21.06.202313:49 21062023 13.48

D 3 N 5 kt: Ents

2023-06-24 Foto Entwicklung - iPhone Aufnahmen - Sebastian Schreiner - 2HEIC
- it rePoint s FAV-P FINANCE - acimants 5 Fatae » Enbwickinn » iPhona & frahman

65 Elements found

In this way, specific documents, libraries, document types or tag contents can be selected and
the search result is filtered on them.
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3.5 Extended

Search

The advanced search feature can be used to create rules on what the search results should

be filtered to.

<+, Smart Upload

Connections

. Computer

9 DSM DS - sharePoint

c DSM DS - OneDrive

Q FA DS - ShareFoint

D ETC DSFA - individual Storage
DrDs - Google Drive

Q FAV MM - SharePoint

c FAV MM - OneDrive

0 FA DS - Individual Storage

e FA DSFA - DRACOON

+

Filename

[ v [

Filter options [ Y &
Document Library
MM
Docurnent type
FAV-P Finance - Eingangsrechnung  Photos
Tags
10/2022/4283

10/2022/4284 10/2022/4285 10/2022/4286

File name

#

2022-10-27 Foto Entw

FAV-P FINANCE - Documents > Fot

2022-10-27 Foto Entwicklung - iPhone Aufnahmen - Sebx
AV MM » FAV-P FINANCE - Documents » Fotes > Entwicklung »

Nam:

2023-06-18 Foto Entwickiung - iPhone Aufnahmen - Sebas

e Ersteller: Sebc

06-18 Foto Entwicklung

FAV-P FINANCE - Documents > Fotos > Entwicklung > iPhone Aufnahmen >

me Erst

DSM DS - OneDrive > Dr.Steiner@ds-men.com > My files

At > FAV-P FINANCE - Documents » Fotos > Entwickiung >

> Entw

> Entwickiung > IPhone Aufnahmen »

iPhone Aufnahmen - Sebastian Schr

Directoryname ~ Tags  Content A & C iy

DSM DS - SharePoint > Data > Dokumente  DSMDS - SharePoint > FileApp - Demo

10/2022/4287  10/2022/5044  l4Tage  Abbuchung  AdobeSystems  Apple  EUR  Entwicklung  Fotobox

Tags lostedited +  Tagseditedby  File last modified

Jung - iPhone Aufnahmen - Sebastian schreiner-003 HEIC

iPhone Aufnahmen »

mammal

Entwickiung > IPhone Aufnahmen >
23.06.2023 12241

mammal ine
tian Schreiner-001HEIC

iPhone Aufnahmen »

hrei

ian Schreiner - 2HEIC

ickiung » iPhona Aufnahmen » 2023-06-18

21.06.2023 13:49 22.06.2023 1155

tian

ian Schreiner - LHEIC
2023-06-18

2106.202313:48
Projekt: Ent Bereich: iPhone Aufn

nerHEIC

21.06.2023 13:49 2106.202313:48

2023-06-24 Foto Entwicklung - iPhone Aufnahmen - Sebastian Schreiner - 2HEIC

- F e » Ean

65 Elements found

Extended search

FAV-P Finance - Eingangsrechnung

Prioritization

1 AsC File name

2 AsC Zahlbetrag

Q|
Buchungskontobezeichnung
Buchungskontonummer
Enddatum Leistungsz
Klassifikation
Kostenstellenbezeichnung

Kostenstellennummer

FINANCE - Nincuments » Fatne > F

rddunn > iPhona Airfnohmen >

Equals

This means that even complex queries can be easily compiled.
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3.6 Search Views

Recurring search filters and advanced search rules can be saved as search views in FilesApp.
This means that they do not have to be compiled again, especially with more complex search
filters, such as those that can be configured via the advanced search.
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4 File and Dbocument Management

4.1  FilesApp File and Document Management

Recurring processes can be optimized by the document types and tags of FilesApp in terms of
processing speed and reliable and structured storage up to automation. Finding files is many
times faster because you can also search specifically for tag content and use search views.

Basically, FilesApp offers functionalities far beyond a document management system, as it
enables the structured storage and retrieval of any file type. When designating the storage
functionalities, we have adopted the term "document type”, as this has established itself as the
standard and the designation “file type" can lead to confusion due to the established
assignment of the term to "file format".

It is important for us to note that FilesApp not only enables the structured storage and retrieval
of documents, but also of any file type. The application examples are far-reaching, whether
machine data, reports, integrations as a backend for connected systems, and much more.

To be able to map this in FilesApp, it is possible to create individual document types and equip
them with tags relevant to the respective document type in order to ensure the desired
information for the structured storage of the file as well as quick findability.

The files themselves are not stored in FilesApp environment, only the information about
FilesApp, such as the document types and the tags with their contents.

To be able to create a document type, the user needs the necessary rights in the document
library that is to be used with the document type to store these files. In the case of Microsoft
SharePoint, for example, this is an "owner” of a Microsoft 365 group. The User role is only allowed
to use document types but cannot modify them or create new ones.

4.2 FilesApp Document Types

The FilesApp document types create the basis on which storage system, under which directory
and with which file name specification a file is to be stored. The corresponding tag contents
are stored for this purpose.

Document types can be kept very simple and can be complex in the number of tags to be set
up for process optimizations, workflows or automations, depending on whether several pieces
of information are required for a file or, for example, several workflow steps.

Here is an example of a simple document type, for example when managing private insurance
documents:
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Edit document type

Dokumenten-Tags

Privat - Versicherungsunterlagen

App

Path

privat > (EECISUNGREHIEE) > Finanzen > Versicherungen > (lcIaunGD) (EEERIREEES) @
Name
@ Document type is active
@  Alprediction is active ®
scan all pages
Scanfirst 1 pages

Scaniast 1 pages

Here is an example of a more complex document type, for example in the case of incoming
invoices, which are controlled by workflow for the verification process of the invoice and pass

through several departments of a company:

Edit document type

a name Dokumenten-Tags
ingangsrechnung (Workflow)
1 Status

ententyp fr Workflow Eingangsrechnung

Kopfdaten

2 Fachbereich

2 Bestalinummer (FAV-P)

FAV-P FINANCE | Documents
v AV Production
7 Rechnungsbetrag netto

9 Lei itraum von

T Erstelit von
Name

@ Document type is active

Datenschutz

O Alprediction is active ® 1 Kiassifizierung

Freigabe Fachbereich

1 Freigabestatus Fachbereich

3 Freigabe Fachbereich von

2023-09-26 FilesApp PM - Service Description and Documentation

8 Rechnungsbetrag brutto

10 Leistungszeitraum bis
12 Erstailtom

2 Kommentar Fachbereich

4 Freigabe Fachbereich am
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Edit document type
Freigabe Fachbereich

1 Freigabestatus Fachbereich 2 Kommentar Fachbereich

3 Freigabe Fachbereich von 4 Freigabe Fachbereich am

Gutschriftserwartung

1 Gutschriftserwartung Nummer 2 Gutschriftserwartung Betrag (netto)

Freigabe Controlling

1 Freigabestatus Controlling

3 Freigabe Controling von

Freigabe Geschdaftsfihrung

1 Freigabestatus Geschaftsieitung 2 Kommentar Geschaftsleitung

3 Freigabe Geschaftsieitung von 4 Freigabe Geschaftsleitung am
5 Falligkeitsdatum 6 Zahlungsbedingungen
7 skontopreisdatum 8 Nettopreisdatum

9 skonto 10 Zahikonto

o880 00

1l Zohidotum 12 Hinweis auf Gutschriftserwartung

421 Create Document Types

Managing the document types is possible via the settings section in FilesApp desktop apps
and the web client.

To do this, the user needs the authorization to be able to manage document types. The
authorization takes effect from the storage system for which the document type is to be used.
For example, in a Microsoft SharePoint environment, the user needs owner rights of a Microsoft
365 group. If the user is only a member of the group, he/she can apply the document type, but
not administer it.
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4 Smart Upload

Connections

. Computer

(@D osm 0s - snarepoint

@ osw0s - oneprive

ED # 05 - sharspoint

D NEQ DSFA - Individual Storage
O ETC DSFA = Individus

G DIDS - Google Drive

@ 05 ovacoon

e FAV M- $

@ #av - onepiive

(D) ¥~ os - inaivicual storage

+

+

Newfolder 4 Upload

Documents X % Documents
FAV-P FINANCE | Documents
File name
General
Fotos

Finance

+

Select the settings area by clicking on the avatar in the upper right corner of FilesApp window.

+; smart Upload

Connections

. Computer

G DSM DS - SharePaint
@ osvos- oneorive
(ED 705 - shararoint
O e os#a - inavidua
(O srcosa - v

G DrDS - Google Drive

@ #0s-oracoon

@ - share

@ #av - onepiive

(O #~ o5 - ingivicual storage

+

Select Settings.

2023-09-26 FilesApp PM - Service Description and Documentation

+ Newfolder % Upload

5

Documents X % Documents

FAV-P FINANCE | Documents

File name

General

Fotos.

Finance

Language

size 1y File lastmo
settings

sign out

©
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+ Newfolder £ Upload

Documents X 4 Documents ght 4% syste

FAV-P FINANCE | Documents i

File name

Manage libraries Settings

General

]

Manage document types ] signout
-
]

4 smart Upload

Connections Fotos

. Computer

g DSM DS - SharePoint

Manage tags >

Finance e

More settings

Request SharePoint Admin

@ oswos - oneprive
constent

(ED 7 05 - snarspoint
About Filesa

(D) 0057 - inaviaua sorage ”

O £1C DSFA - Individual Storage

e DIDS - Google Drive

@ 0s-oracoon

@ rave Point

@ rav M- oneorive

(©) 74 05 - Individua storage

i

Select Manage Document Types.

Manage document types

Active documenttypes  Inactive document types

Q fay

FAV-P Eingangsrechnung (Workflow)
Dokumententyp far Workflow Eingangsrechnung

Max Muster - FAV

B FAV~P Eingangsrechnung (chne Workflow)
M M

Create document type from template Create document type

The document types to which the user has access are then displayed and the document types
can be filtered using the search field.
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422 Copying document types

Document types can be taken from templates that have already been created or from
templates. FilesApp provides more and more document types that have proven themselves in
practice and simplify and accelerate file management many times over.

Manage document types

Active document types  Inactive document types

Q fay

FAV-P Eingangsrechnung (Workfiow)
Doku yp 0 low Eingangsrechnung
M

B FAV-P Eingangsrechnung (ohne Workflow)

Create document type from template Create document type

For each of the existing document types, there is a copy button in the right area.

Do you want to keep existing tags?

When copying a document type, the user can decide whether the tags contained therein
should be included or copied into new tags.
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If the existing tags are applied, these tags apply to both the new and the existing document
types in which they were used.

If the existing tags are transferred to new tags, the tags of the new document type are
recreated regardless of the tags already in use. During configuration, the tags then contain
"Template” next to the tag name for information. After saving the document type for the first
time, "Template” is hidden.

In order to copy a document type between different storage systems and/or from one
document library to another, the rebuild of the tags setting must be used, as they usually do

not yet exist on the target system. Only then can a different storage system or document library
be selected when adapting the copy.

See also the Tag Creation section of the statement of work.

Create document type

>cument type narm Dokumenten-Tags Ve +
FAV-P Eingangsrechnung (ohne Workflow)

Description —

Rechnungsbetrége

1 Rechnungsbetrag netto @ /2 Mehwertsteuer in Prozent

Path
Finance > Eingangsrechnungen Leistungsdatum oder -zeitraum

@ Document type is active 2 A >
i Zahlungsinformation

3 Zahlungsziel/-datum & /4 Rechnungbezahitjo/nein

@ Alprediction is active ®
@ scanallpages e 7
O scanfirst 1 pages 6 Zahibetrag & / 6 RechnungbezahitDatum e /7

QO scanlast 1 pages

Finanzbuchhaltungsdaten

1 Buchungskontonummer & /2 Buchungskontobezeichnung

After selection, the document type can be customized.
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423 Create a document type from a template

FilesApp provides numerous document type templates that have proven themselves in
practice. These can be templates for invoices, insurance documents, bank statements,
correspondence and much more.

Manage document types

Active document types  Inactive document types

Create document type from template Create document type

By selecting the "Create document type from template” button, the user gains access to the
templates.

424 Creation of a new document type

A document type can also be created individually from scratch.
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Manage document types

Active document types  Inactive document types

hnung (Workflow)
low Eingangsrechnung

ing (ohne Workflow)

Create document typs from template Create document type

To do this, select Create Document Type.

425 Document Type Administration

4251 View

Regardless of the document type creation approach described in the previous points, the
document type view is divided into the following areas:

Create document type

C ent type name Dokumenten-Tags

Description

O connection general document type

@ Document type is active

O Alprediction is active @
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4252 Document type designation and description

In the upper left area of the document type view, it is possible to freely assign the name or
designation of the document type and a description of it.

Create document type

S— Dokumenten-Tags
1t type name

@ Document type is active

O  Alprediction is active ®

If several document types are configured, it is recommended to use adequate abbreviations
at the beginning of the document type designation. For example, with an abbreviation for the
document library, the storage system, etc,, as this makes it easier for users to assign it and the
desired document type can be found quickly.

See here a real-world example with multiple document types:
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Manage document types

Active documenttypes | Inactive document types
Q earch

FAV-P Eingangsrechnung (Workflow)
Dokumententyp far Workflow Eingangsrechnung
Max Muster - FAV Production

FAV-P Eingangsrechnung (ohne Workfiow)
Max Muster - FAV Production

FilesApp Finance/HR - HR Dokumente
O. Dioter Steiner - flesapp.com

FilesApp Management - Dokumente Geselischaft
Or. ieter teinar - fiesapp.com

FnesApp Management - Prasentation
Or.Diotor Steiner - fiesapp.com

FilesApp Management - Rechtliche Dokumente seitens der FilesApp
Zum Belispiel Nutzungsbedingungen, Leistungsbeschreibung, fln}
O. Dioter Steiner - flesapp.com

FilesApp Management - Vertrage
Zum Belspiel Mietvertrage, Partnervertrage, Banken, Versicherungen
. Dioter Steiner - flesapp.com

FilesApp Marketing - Dokumente allgemein
Angebote, Konzepte, Schriftverkehr Partner
lesapp.com

Dr. Dieter Stein

FilesApp Marketing - Zertifikate
Zertifizierungen, Bestatigungen, Gatesiegel,
Or. Dieter Steiner - fiesapp.com

FilesApp PM - Leistungsbeschreibung
Die FilesApp Leistungsbeschreibung in verschiedenen Sprachen und o
Versionen

Create document type from template Create document type

&
&
&
&
&
D)
D)
&
&
&::

The naming makes it easy to quickly find a document type relevant to a document or file.

4253 Connection General Document Types

A connection can include several document libraries, for example a SharePoint environment
that has one document library per Microsoft 365 group, such as per team.

If a document type is to be available for all document libraries of a connection, this can be
activated via "Connection general document type”.

In this case, the “Library Selection” tag is added to the right pane of the document type for
selecting the document library when uploading a file.
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Create document type

Dokumenten-Tags

Description

@ cConnection general document type

@ Document type is active

O  Alprediction is active ®

4254 Selection of the Document Library

This area is used to select the document library in which the files are to be saved via this
document type.

Create document type
s ument type norme Dokumenten-Tags
FAV-P Finance - Vertrage

escription
Vertragsunteriagen, wie Miete, Leasing, NDA, ...

O Connection general document type

@ Document type is active

O Alprediction is active @

All integrated and authorized document libraries are displayed by selection.
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Create document type

Dokumenten-Tags

Description
Vertragsunterlagen, wie Miete, Leasing, NDA, ...

([ Connection general document type

Data | Dokumente
. Distar Stainer - DS Mentoring GmbH

Organization | Dokumente

FAV-P FINANCE | Documents

Mo Muster - FAV Production

FAV=P IT | Documents

Max Mustor - FAV Praduction

Datenaustausch | Datenaustausch

FilesApp-Development | FilesApp-Development
inor@tilesepp.com

Finanzen | Finanzen

MMuster@fav-production.com | My files

ster - FAV Product]

Select the relevant document library. In our example, "FAV-P FINANCE".

Create document type

e t " Dokumenten-Tags
FAV-P Finance

Vertragsunterlagen, wie Miete, Leasing,

[ cConnection general document type

a FAV-P FINANCE | Documents

Path

@ Documenttype s active

O Alprediction is active @
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4255 Document Tags

Tags are required for fast search, directory structure, and file naming convention of the files to
be stored on the storage system using this document type.

These are configured in the right pane of the document type view.

Create document type
Dokumenten-Tags

FAV-P Finance - Vertrage

sscription
Vertragsunteriagen, wie Miete, Leasing, NDA, ...

[ Connection general document type

FAV-P FINANCE | Documents
Mesx Muster - FAV Production

Path

@ Document type is active

(O Alprediction is active ®

Tags can be added via the plus icon at the top right of the marked area. If the document type

has been taken from a template or if a document type has been copied, the adopted tags are
already available.

Here is an example of tags, the FilesApp Tags section is dedicated in detail to the creation and
configuration of tags.
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Create document type

— Dokumenten-Tags
ance - Vertrage

sunteriagen, wis Miete, Leasing, NDA,.. _ _

e /6 Laufeitbis
(0 connection general document type

FAV-P FINANCE | Documents

ustor - FAV Production

Name

@ Document type is active

@  Alprediction is active @
scan all pages
Scanfirst 1 pages

Scanlast 1 pages

"Add group” can be used to create additional tag groups for a better overview.

Tag groups can be renamed via the change icon.

Edit document type

e Ype nome Dokumenten-Tags
FAV-P Eingangsrechnung (Workflow)

1 status 2 rfachbereich
scription
Dokumententyp fiir Workflow Eingangsrechnung

Kopfdaten

2 Bestelinummer (FAV-P)
\V-P FINANCE | Documents
AV Production

Path

7 Rechnungsbetrag netto 8 Rechnungsbatrag brutto

9 Lei itraum von 10 Leistu raum bis

T Erstelit von 12 Erstelitam
Name

Datenschutz
@ Document type is active

O  Alprediction is active @ 1 Klassifizierung

Freigabe Fachbereich
1 Freigabestatus Fachbersich

Kommentar Fachbereich

3 Freigabe Fachbereich von Freigabe Fachbereich am

In this way, even complex structures and information can be clearly mapped.
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4256 File Path

The path, i.e. the directory under which the files about this document type are to be stored on
the selected storage system, can be configured in this field.

The path specification can consist of constants and variables - the tags - and a non-existent
directory is automatically created by FilesApp on the storage system according to these
specifications.

If document tags have been configured in the document type and declared as required tags,
the path and file name can be configured with variables - the tag contents - see FilesApp Tags
section.

Create document type

Dokumenten-Tags

cument typa nome
FAV-P Finance - Vertrge

Dokumenten-Tags _ _
v

D /6 Loukeitbis

BB sclectDirectory [l Add new level

an all pages
) scanfirst 1 pages

O Scanlast 1 pages

First, select the root directory of the document library.
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Create document type

cumant type name
FAV-P Finance - Vertrage

Dokumenten-Tags

Dokumenten-Tags

BB Add new level

@ Document type is active
@ Alprediction is active @
Scan all pages
Scanfirst 1 poges

Scanlast 1 pages

Verzeichnisauswahl
Root

Finance
Fotos

General

There is no need to create directories manually, FilesApp takes care of that. For the directory,
select the top level of the directory and then proceed to the structure creation.
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Verzeichnisauswahl
€ [Finance

M Eingangsrechnungen

Create document type

FAV-P Finance - Vertrage

Dokumenten-Tags

Dokumenten-Tags

BB selectDirectory [ Add new level

Finance >

Name

@ Document type is active
@ Alprediction is active ©
scan all pages
Scanfirst 1 pages

Scaniast 1 pages
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Create document type

scumenttyps name Dokumenten-Tags
FAV-P Finance - Vertrage

Dokumenten-Tags _ _

e /6 Laufeitbis

BB select Direct X Close

Finance >

Name

@ Document type is active
@ Alprediction is active @
@® scanall pages
O scanfirst 1 pages

O scanlast 1 pages

By adding a new level, a directory level or a subdirectory can be created.

Create document type

ur ome Dokumenten-Tags
FAV- ce - Vertrige

Dokumenten-Tags _ _

ctor B Add new level

Finance

Name

@ Document type is active
@ Alprediction is active @
@ scanall pages

O scanfirst | pages

O Sscanlast 1 pages

Then enter a constant or variable for the subdirectory. In this case, a constant labeled
‘Contracts’, typed using the keyboard.
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Create document type

- 4 Dokumenten-Tags
FAV- - Vertrage

Dokumenten-Tags _ _

o /6 Louneitbis

BB selectDirectory [ Add new level X Closs

Finance ' Vertrage 3 |

Name

@ Document type is active
@  Alprediction is active @
@® scanall pages
O scanfirst 1 pages

O scanlast 1 pages

This example adds another level.

Create document type

Dokumenten-Tags
FAV- - Vertrige

Dokumenten-Tags _ _

tory [l Add new level

Finance 8 vertrage &) (D)

Name

@ Document type is active
@  Alprediction is active @
@®  scanall pages
O  scanfirst 1 pages

O scanlast 1 pages

Now, in the example, a variable is set as the directory name with the tag "Contractor”. This
means that FilesApp dynamically places the file in the subdirectory based on the tag contents.
If the directory does not yet exist, it will be created by FilesApp the first time a file with this
document type is stored.
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Create document type

scumenttyps name Dokumenten-Tags
FAV-P Finance - Vertrage

Dokumenten-Tags _ _

e /6 Laufeitbis

B selectDirectory [ Add new level

Name

@ Document type is active
@ Alprediction is active @
@® scanall pages

O sconfist 1 pages

Scanlast 1 pages

In this example, another subdirectory and the directory name have been added to it with the
variable - i.e. the tag - "Contract type".

Quick reminder: only tags that are marked as required tags can be used as variables for the
directory and file names - see FilesApp Tags section.

With the example, the following directory structure would result when uploading different
contracts:

\ \Connection\Dokumenten Bibliothek \ Verzeichnisebenen)\...

\ \FAV Production \FAV-P FINANCE \Finance \ Vertré&ige \ Vertragspartner\ Vertragsart

Examples:

\ \FAV Production\FAV-P FINANCE \Finance \ Vertré&ige \ VersicherungsAG \ Betriebliche Altersvorsorge
\ \FAV Production \FAV-P FINANCE \ Finance \ Vertré&ige \ VersicherungsAG \ Direktversicherung

\ \FAV Production \FAV-P FINANCE \Finance \ Vertré&ige \ VersicherungsAG \ Unterstutzungskasse

425.7 Filename

Configuring the file name of a document type follows the same logic as creating the
directories.

The file name can consist of constants and variables - the tags - and the file name is
automatically assigned by FilesApp according to the specifications configured here in the
document type.
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If document tags have been configured in the document type and declared as required tags,

the path and file name can be configured with variables - the tag contents - see FilesApp Tags
section.

Create document type

Dokumenten-Tags

FA e - Vertrage

sciption
Vertragsunterlagen, wie Miete, Leasing, NDA, ... — _

O / 6 Louneitbis
O  Connection general document type

cument library
FAV-P FINANCE | Documents
Max Muster - FAV Production

Path

Name

@ Document type is active
@  Alprediction s active ®
® scanallpages
O scanfirst 1 pages

O scaniast 1 pages

The options are available by selecting the file name field in the document type.

Create document type

o Dokumenten-Tags
FAV-P Finance - Vertrage

scription
Vertragsunterlagen, wie Miete, Leasing, NDA, ...

Dokumenten-Tags

@ Document type is active
@ Alprediction is active @

Scan all pages

®
O scanfirst 1 pages

O Ssconlast 1 pages

Everyone has the possibility to create the path and directory specifications according to their
own ideas or the company or organization specifications.
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Here is an example where the date is prefixed to the file name to also allow a structured view
in a directory.

Create document type

Dokumenten-Tags

Vertragsuntertagen, wio Miets, Leasing, NOA, - _ _

O connection general document type

Fiance & vervoge > (B > @HEED

Name

can all pages
Q scanfirst 1 pages

O sconlast 1 pages

With the example, the following file names would result when uploading different contracts:

Datum Connection - Bereich - Vertragspartner - Vertragsart

Examples:

2023-06-08 FAV Production - HR - VersicherungsAG - Betriebliche Altersvorsorge Max Muster.pdf
2023-06-08 FAV Production - HR - VersicherungsAG - Direktversicherung Max Muster.pdf
2023-06-08 FAV Production - HR - VersicherungsAG - Unterstitzungskasse Max Muster.pdf

In this example, it would be a good idea to create a separate tag for the employee’s name or
a separate document type for HR topics. As noted, all configuration, path and file name
assignment is up to the individual ideas of the users.

4.2.5.8 Al prediction enabled

For recurring documents that have the same format with different values, such as invoices,
contracts, statements, etc,, the "Al recognition” can be activated and the artificial intelligence
(Al) of FilesApp then trains when entering the tag contents in order to recognize the document
type of other files and documents and to automatically fill the tags.

Directly when activating the Al, it is possible to select how many pages of a document should
be searched by the FilesApp Al. In practice, it may take longer if, for example, a contract with
100 pages is to be searched by the Al. Often, the information relevant to the tags is already on
the first pages. If you limit the number of pages, the system is faster to process.
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The indexing for the search runs independently of this, it is irrelevant how much data and what
amount of content is indexed. Indexing runs in the background and takes a certain amount of
time, depending on the amount of files and content.

If Al recognition is activated, further options are available for the tags of the document type.

@ Alprediction enabled

O AIcontext Tag
@ Required
O  workflow managed

O overallsearch

For each Tag, it can be specified whether the Al prediction should be active for this.

In addition, a Tag is used to recognize the Document Type.

Vertragspartner

Default value

Select tag link

]

@  Alprediction enabled

O Aicontext Tag

@ Alkeyfield

@ Required

Workflow managed

Save history

[0}
[0}
[0}
[0}
[0}
[0}
(o}
[0}

(@]
(O overallsearch
L]
(@]

EXIF detection
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This is what the Al key field is for. Since the document type is to be recognized, it is
advantageous to use a tag for it, which enables the most unique assignment possible.

For example, this could be the contractual partner or an invoice sender, since predominantly
the same process comes from a specific sender. In the case of outgoing documents, for
example, it makes sense for the recipient to declare it as an Al key field.

When configuring a document type, the outline of the Al key field in the color "Lime" supports it
in order to recognize it directly.

Edit document type

T R Dokumenten-Tags
FAV-P Finance - Vertrage

scription
Vertragsunterlagen, wie Miete, Leasing, NDA, ...

a FAV-P FINANCE | Documents

Path

Name

@ Document type is active
@ Alprediction is active @
@® scanall pages

O scanfist 0 pages

O scanlast 0  pages
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4.3 FilesApp Tags

431 Tag Configuration
For the creation and configuration of the tags, a separate administration area is available in
the settings of the FilesApp Desktop Apps.

+ Newfoider % Upload

5) Documents X (% Documents
FAV-P FINANCE | Documents
File name

+; smart Upload General

]
Connections M Fotos
]

. Computer

(ED osm 05 - sharepoint

Finance

@ or05- Google drive

c FA DS - DRACOON

@ ravim- onerive

(D) ¥ 05 - indivicua storags

+

Select the settings area by clicking on the avatar in the upper right corner of FilesApp window.

+ Newfolder # Upload

5§ Documents X % Documents

FAV-P FINANCE | Documents Language

Q ¢
£ Ssettings

+, smart Upload [ ]
5] signout
Connections - 5 e
c
ompuie Finance 8 05
=)

(ED osv 0s - sharepoint

@ osv0s- oncorve

ED rros

@ ravmm-ona
O FA DS - Individual Storage

+
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Select Settings.

+ Newfolder % Upload

/b Documents X 4 Documents

FilesA
PP FAV-P FINANCE | Documents ZE tanguag

Q Global search

File name
Manage libraries. Settings

Manage document types sign out

Connections Fotos
Manage tags

. Computer
Finance

Q DSM DS - SharePoint More settings

DSM DS - OneDrive Request SharePoint Admin

constent
o FA DS - SharePoint

(D) 00874 - inawaaa sorage

4, smart Upload M  General
-
]

About FilesApp

(O 7 osa - ndviduai storage
DIDS - Google Drive

= FA DS - DRACOON

@ v repoint

@ #av M- oneorive

(O # 05 - Individua storage

+

Select Manage tags.

Manage tags

Q fa

Bestellnummer (FAV-P)
FAV-P FINANCE | Documents
N Muster - FAV Production

Device Manufacturer
FAV-P FINANCE | Documents
Max Muster - FAV Production

Fachbereich
FAV-P FINANCE | Documents
Max Muster - FAV Production

Freigabe Fachbereich am
FAV-P FINANCE | Documents
Max Muster - FAV Production

Freigabe Fachbereich von
FAV-P FINANCE | Documents
Max Muster - FAV Production

a Freigabestatus Fachbereich

FAV-P FINANCE | Documents

Max Muster - FAV Production
Kommentar Fachbereich

a FAV-P FINANCE | Documents
Max Muster - FAV Production

Rechnung Nr. (FAV-P)
FAV-P FINANCE | Documents
Max Muster - FAV Production

The tags to which the user has access are then displayed and the tags can be filtered via the
search field.
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A new tag can be created via the settings by selecting "Create tag".

Manage tags
Q fd

Bestellnummer (FAV-P)
FAV-P FINANCE | Documents
Max Muster - FAV Production

Device Manufacturer
FAV-P FINANCE | Documents
Max Muster - FAV Production

Fachbereich
FAV-P FINANCE | Documents
Max Muster - FAV Production

Freigabe Fachbereich am
FAV-P FINANCE | Documents
Mox Muster - FAV Production

Freigabe Fachbereich von
FAV-P FINANCE | Documents
Max Muster - FAV Production

Freigabestatus Fachbereich
FAV-P FINANCE | Documents

Max Muster - FAV Production

Kommentar Fachbereich
FAV-P FINANCE | Documents
Max Muster - FAV Production

Rechnung Nr. (FAV-P)
FAV-P FINANCE | Documents
Max Muster - FAV Production

&
&
&
)
&
D)
)
&

Or during the creation of a document type when the + symbol is selected.

Create document type

FAV-P Finance - Vertrage

escription

Vertragsunterlagen, wie Miete, Leasing, NDA, ..

[0 cConnection general document type

FAV-P FINANCE | Documents
Mesx Muster - FAV Production

Path

@ Document type is active

O Alprediction is active ®

Dokumenten-Tags
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Select tag

Buchungskontobezeichnung

AV-P FINANCE | Do

FAV~P FINANCE | Documents
Max Muster - FAV

Crecte tag

A tag can be used in different types of documents. A change to a tag that is often used in
document types thus affects all document types.

433 Tag Types
In FilesApp Tags, the information about a file is stored in FilesApp.

Tag types are available in various formats and the individual requirements for file and
document management can be covered:

- Text

- Checkbox (Yes/No selection field)
- Number without decimal places

- Number with decimal places

- Date

- Date and Time

- Time

- Selection

- Label

After selecting Create Tag as described above, these tag types are available for selection, can
be created and then configured in the relevant document types:
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Text tags cover the desired information about a file in text form
with the names of addressees, projects, areas, etc.

43311 Text Tag Creation

Create tag

ary
Dr. Dieter Steiner - filesapp.com
flesapp storage filesapp.com

Text

Input

Checkbox
Prosants a box that can

Number with decimal places

Used for typing in decimal point

Date

Date and time

Time

When creating a tag, select the tag type “Text".
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Create tag

rary
Dr. Dieter Steiner - filesapp.com
filesapp.storagefilesapp.com

Name

Description

EXIF detection

A name and a description can be assigned for each tag.

Text tags can be automatically filled with EXIF information from the photos by FilesApp Al if
desired.

To do this, select "EXIF detection” and select the EXIF field from the list.

It is recommended that you create your own document types for the Photos section.

Create tag

Name

Description

EXIF detection

ge Make

Image Model

Image Orientation

Image XResolution
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43.31.2 Text Tag configuration in Document Type

If a text tag is created and inserted into a document type, the following options are available
when Al recognition is activated.

In the example, the Text field is labeled "Range”:

Bereich

Default value
Select tag link

Al prediction enabled

O AlContext Tag

Required
Workflow managed
Over all search

Save history

- Default value (Default)
here you can specify a default value for the tag content
- Select Tag Link
- If two tags are in relation to each other, they can be linked to each other and
FilesApp saves the assigned combinations so that they can be automatically
specified from the second use in a document type
- For example, if the customer name and his customer number are carried for a
customer in a document type, the customer number in the corresponding tag
would be automatically filled with linked tags when the customer name is
selected
- Al prediction enabled
If this option is active, the Al of FilesApp learns based on the information and
automatically fills in the values in the tags on that basis
- Al Context Tag
- this means that based on input by the user, FilesApp maps what was
additionally entered for a particular file and suggests the content based on
when the combination of the recognized document and the inputs is
recognized
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an example could be that in the case of an incoming invoice from a certain
company, an indication is to be made in the document type that is not
textually available on the invoice, for example the desired specification of a
currency

- Required Tag

if this is activated, the content of this tag must be filled before the user can
upload the file

on the one hand, the color of the tag changes to blue to make this visually
clear

on the other hand, a required tag can be used as a variable for automatic
creation and assignment to directories and file names

- Workflow Managed

this option is used to specify that the content of the tag can only be changed
by a workflow

for example, in an incoming invoice process, tags could be filled by a workflow,
for example with the indication of who gave the approval or when

if this option is activated, the tag content cannot be changed by the users

all changes to tags are documented per file in FilesApp and are available in
the history in an audit-proof manner

- Search across all document types
if this option is active and the tag is used in several document types, the history of the
tag contents from all entries of the document types is displayed and made available
for selection during Smart Upload

- Save history
if this option is active, all contents of this tag from all files with this document type will
be displayed and made available for selection during Smart Upload

- Remove Tag
this removes the tag from the document type, but does not delete the tag itself

4332 Checkbox (Yes/No selection field) Tags

Checkboxes can be used to create Yes/No or True/False queries, for example, this could be an
indication of whether an invoice has been paid or whether it has been released.

4.3.321 Checkbox Tag Creation

When creating a tag, select the tag type “Checkbox”.
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Create tag

[ ary
Dr. Dieter Steiner - filesapp.com
flesapp storoge filesapp.com

Name

Description

Type

A name and a description can be assigned for each tag.

4.3.3.22 Checkbox Tag configuration in the Document Type

If a checkbox tag is created and inserted into a document type, the following options are
available when Al recognition is activated.

In the example, the checkbox tag is labeled "Invoice paid yes/no":
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Rechnung bezahlt ja/nein

[0 Dpefaurvaie

O  Alprediction enabled
Al Context Tag
Required
Workflow managed

Over all search

- Default Value
a default value for the content tag can be specified here

- Al prediction enabled
if this option is active, the Al of FilesApp learns based on the information and
automatically fills in the values in the tags based on that

- Al Context Tag
this means that based on input by the user, FilesApp maps what was additionally
entered for a particular file and suggests the content based on when the combination
of the recognized document and the inputs is recognized

- Required Tag

if this is activated, the content of this tag must be filled before the user can
upload the file

on the one hand, the color of the tag changes to blue to make this visually
clear

on the other hand, a required tag can be used as a variable for automatic
creation and assignment to directories and file names

- Workflow Managed

this option is used to specify that the content of the tag can only be changed
by a workflow

for example, in an incoming invoice process, tags could be filled by a workflow,
on the one hand with the indication of who gave the approval or when

if this option is activated, the tag content cannot be changed by the users

all changes to tags are documented per file in FilesApp and are available in
the history in an audit-proof manner

- Search across all document types
if this option is active and the tag is used in several document types, the history of the
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tag contents from all entries of the document types is displayed and made available
for selection during Smart Upload

- Remove Tag
this removes the tag from the document type, but does not delete the tag itself

4333 Number Tags without decimal places

In order to be able to specify formats for numbers, this tag is available for integers.

4.3.3.31 Number Tag without decimal place creation

When creating a tag, select the tag type “Number without decimal places”.

Create tag

Dr. Dieter Steiner - filesapp.com
flesapp.u-know.eu

Name

Description

4.3.3.3.2 Number without decimal places Tag configuration in the Document Type

If a number without a decimal place tag is created and inserted into a document type, the
following options are available when Al recognition is activated.

In the example, the number without the decimal place tag is labeled " Buchungskontonummer™:
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Buchungskontonummer

Default value

O Al prediction enabled
Al Context Tag
Required
Workflow managed
Over all search

Save history

- Default value
here you can specify a default value for the tag content
- Select Tag Link
- If two tags are in relation to each other, they can be linked to each other and
FilesApp saves the assigned combinations so that they can be automatically
specified from the second use in a document type
- For example, if the customer name and his customer number are carried for a
customer in a document type, the customer number in the corresponding tag
would be automatically filled with linked tags when the customer name is
selected
- Al prediction enabled
If this option is active, the Al of FilesApp learns based on the information and
automatically fills in the values in the tags on that basis
- Al Context Tag
- this means that based on input by the user, FilesApp maps what was
additionally entered for a particular file and suggests the content based on
when the combination of the recognized document and the inputs is
recognized
- an example could be that in the case of an incoming invoice from a certain
company, an indication is to be made in the document type that is not
textually available on the invoice, for example the desired specification of a
currency
- Required Tag
- if this is activated, the content of this tag must be filled before the user can
upload the file
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on the one hand, the color of the tag changes to blue to make this visually
clear

on the other hand, a required tag can be used as a variable for automatic
creation and assignment to directories and file names

- Workflow Managed

this option is used to specify that the content of the tag can only be changed
by a workflow

for example, in an incoming invoice process, tags could be filled by a workflow,
for example with the indication of who gave the approval or when

if this option is activated, the tag content cannot be changed by the users

all changes to tags are documented per file in FilesApp and are available in
the history in an audit-proof manner

- Search across all document types
if this option is active and the tag is used in several document types, the history of the
tag contents from all entries of the document types is displayed and made available
for selection during Smart Upload

- Save history
if this option is active, all contents of this tag from all files with this document type will
be displayed and made available for selection during Smart Upload

- Remove Tag
this removes the tag from the document type, but does not delete the tag itself

4.3.3.4 Number Tag with decimal places

To be able to specify formats for numbers, this tag is available for numbers with decimal

places.

4.3.3.41 Number Tag with decimal places creation

When creating a tag, select the tag type “Number with decimal places”.
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Create tag

Docu ary
Dr. Dieter Steiner - filesapp.com
filesapp.u-know.eu

Name

Description
Typo

Number with decimal places
Used for typing In numbers with a decimal point

Thousands separator:'’ - Decimal separator:

The type of separators, as well as the 1,000 separator and the number of decimal places can
be set.

Tags for financial figures, such as net or gross invoice amount, VAT amount, etc,, are frequently
used here.

4.3.3.4.2 Number with decimal places tag configuration in the document type

If a number with decimal places tag is created and inserted into a document type, the following
options are available when Al recognition is activated.

In the example, the number with decimal places tag is labeled "Rechnungsbetrag brutto™

Seite 114/144 2023-09-26 FilesApp PM - Service Description and Documentation



App

Rechnungsbetrag brutto

Default value

Al prediction enabled
Al Context Tag

Required

Over all search

[ ]
(@]
2
O  Workflow managed
(@]
(@]

save history

- Default value
here you can specify a default value for the tag content
- Select Tag Link

If two tags are in relation to each other, they can be linked to each other and
FilesApp saves the assigned combinations so that they can be automatically
specified from the second use in a document type

For example, if the customer name and his customer number are carried for a
customer in a document type, the customer number in the corresponding tag
would be automatically filled with linked tags when the customer name is
selected

- Al prediction enabled
If this option is active, the Al of FilesApp learns based on the information and
automatically fills in the values in the tags on that basis

- Al Context Tag

this means that based on input by the user, FilesApp maps what was
additionally entered for a particular file and suggests the content based on
when the combination of the recognized document and the inputs is
recognized

an example could be that in the case of an incoming invoice from a certain
company, an indication is to be made in the document type that is not
textually available on the invoice, for example the desired specification of a
currency

- Required Tag

if this is activated, the content of this tag must be filled before the user can
upload the file
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on the one hand, the color of the tag changes to blue to make this visually
clear

on the other hand, a required tag can be used as a variable for automatic
creation and assignment to directories and file names

- Workflow Managed

this option is used to specify that the content of the tag can only be changed
by a workflow

for example, in an incoming invoice process, tags could be filled by a workflow,
for example with the indication of who gave the approval or when

if this option is activated, the tag content cannot be changed by the users

all changes to tags are documented per file in FilesApp and are available in
the history in an audit-proof manner

- Search across all document types
if this option is active and the tag is used in several document types, the history of the
tag contents from all entries of the document types is displayed and made available
for selection during Smart Upload

- Save history
if this option is active, all contents of this tag from all files with this document type will
be displayed and made available for selection during Smart Upload

- Remove Tag
this removes the tag from the document type, but does not delete the tag itself

4335 Date Tags

Dates can be read out in many formats in FilesApp. The configuration of the date tags is done
after selecting the format during tag creation in the configuration in the document type.

43.35.1 Date Tag Creation

When creating a tag, select the tag type “Date”.
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Create tag

ieter Steiner - filesapp.com
filesapp.u-know.eu

Name

Used for ehoosing a date from a calendar

(O EXIF detection

Date tags can be automatically filled with EXIF information from the photos by FilesApp Al if
desired.

To do this, select "EXIF detection” and select the EXIF field from the list.

It is recommended that you create your own document types for the Photos section.

4.3.3.5.2 Date Tag configuration in the Document Type

If a date tag is created and inserted into a document type, the following options are available
when Al recognition is activated.

In the example, the date tag is labeled "Rechnungsdatum™
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Rechnungsdatum

Default value

Al prediction enabled
Al Context Tag
Required

Workflow managed

Over all search

- Default value
a default value for the content tag can be specified here
- Date Format
- the desired date format can be configured individually
- Default values are available for selection when the field is activated

Rechnungsdatum

Yyyy-MM-ddf

YYyy-MM-dd
ddMMyy
ddMMyyyy
dd-MMM-yy
dd-MM-yy
dd-MM-yyyy
dd-MMM-yyyy
MM/ddlyy

MMm/dd/yyyy

yy/Mw/dd

Yyyy/Mm/dd
MMM dd yy

EEE, MMMM dd yy

- asthe format is specified, it is displayed in the corresponding tag and - if the
date tag is used as a variable for the file name - in the file name
- Path Date Format
- the date tag can be used at the same time to specify it in a directory. It may be
desirable to use only a part of it, for example a folder structure that is created
by year (yyyy) or year and month (yyyy-MM) and should be sorted
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- the desired date format can be configured individually
- Default values are available for selection when the field is activated

Rechnungsdatum

YYYY-MM-dd

YYYy-MM-dd

de My

- asthe format is specified, it is displayed or inserted in the path name
- Al prediction enabled
- if this option is active, the Al of FilesApp learns based on the information and
automatically fills in the values in the tags based on that
- when transferring EXIF information from photos, this selection is not available
- Al Context Tag
- this means that based on input by the user, FilesApp maps what was
additionally entered for a particular file and suggests the content based on
when the combination of the recognized document and the inputs is
recognized
- an example could be that in the case of an incoming invoice from a certain
company, an indication is to be made in the document type that is not
textually available on the invoice, for example the desired specification of a
currency
- Required Tag
- if this is activated, the content of this tag must be filled before the user can
upload the file
- onthe one hand, the color of the tag changes to blue to make this visually
clear
- onthe other hand, a required tag can be used as a variable for automatic
creation and assignment to directories and file names
- Workflow Managed
- this option is used to specify that the content of the tag can only be changed
by a workflow
- for example, in an incoming invoice process, tags could be filled by a workflow,
for example with the indication of who gave the approval or when
- if this option is activated, the tag content cannot be changed by the users
- allchanges to tags are documented per file in FilesApp and are available in
the history in an audit-proof manner
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- Search across all document types
if this option is active and the tag is used in several document types, the history of the
tag contents from all entries of the document types is displayed and made available
for selection during Smart Upload

- Remove Tag
this removes the tag from the document type, but does not delete the tag itself

43.3.6 Date and Time Tags

Date and time information can be read out in many formats in FilesApp. The configuration of
the date and time tags is done after selecting the format during tag creation in the
configuration in the document type.

43.3.6.1 Date and Time Tag Creation

When creating a tag, select the tag type “Date and time”.

Create tag

Dieter Steiner - filesapp.com
urknow.eu

Name

[0  EXIF detection

Date and time tags can be automatically filled with EXIF information from the photos by
FilesApp Al if desired.

To do this, select "EXIF detection” and select the EXIF field from the list.

It is recommended that you create your own document types for the Photos section.
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Edit tag

Data | Dokumente
r. Diater Stainer - DS Ment

e
Datum (EXIF)

Date and time
Use

@  EXIF detection

EXIF value

Image DateTime

An example with the transfer of date and time from an EXIF information.

43.3.6.2 Date and Time Tag configuration in the Document Type

If a Date and Time Tag is created and inserted into a document type, the following options are
available when Al recognition is activated.

In the example, the Date and Time field is labeled "Datum (EXIF)":
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Datum (EXIF)

Default value

Date a at
Yyyy-MM-dd HH:mm' Uhr'

Required
Workflow managed

Over all search

- Default value

a default value for the content tag can be specified here
- Date and time format

- the desired date and time format can be configured individually
- default values are available for selection when the field is activated

Datum (EXIF)

YYYy-MM-dd Hiktmm' Uh]

YYYY-MM-dd Hitmm
ddMMyy HHmm
ddMMyyyy Hemmss
d-MMM-yy HHmm
di-MMM-yyyy Himm
dad-MM-yy HHmm
da-MM-yyyy Himm
MM/ddlyy hhimm

MM/dd]yyyy hhmm a

yy/MM/dd HH:mm

YYyy/MM/dd Hitmm

MMM dd yy HHmm

- asthe format is specified, it is displayed in the corresponding tag and - if the
date and time tag is used as a variable for the file name - in the file name
- Path date and time format
- the date and time day can be used simultaneously to specify it in a directory. It
may be desirable to use only a part of it, for example a folder structure that is
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created by year (yyyy) or year and month (yyyy-MM) and should be sorted. In
the example, the date is used without the time for the directory

- the desired date and time format can be configured individually

- default values are available for selection when the field is activated

Datum (EXIF)

MM/ddfyy hhimm o
MM/ddyyyy hhmm o

yyIMw/a Hamm

- asthe format is specified, it is displayed or inserted in the path name
- Al prediction enabled
- if this option is active, the Al of FilesApp learns based on the information and
automatically fills in the values in the tags based on that
- when transferring EXIF information from photos, this selection is not available
- Al Context Tag
- this means that based on input by the user, FilesApp maps what was
additionally entered for a particular file and suggests the content based on
when the combination of the recognized document and the inputs is
recognized
- anexample could be that in the case of an incoming invoice from a certain
company, an indication is to be made in the document type that is not
textually available on the invoice, for example the desired specification of a
currency
- Required Tag
- if this is activated, the content of this tag must be filled before the user can
upload the file
- onthe one hand, the color of the tag changes to blue to make this visually
clear
- onthe other hand, a required tag can be used as a variable for automatic
creation and assignment to directories and file names
- Workflow Managed
- this option is used to specify that the content of the tag can only be changed
by a workflow
- for example, in an incoming invoice process, tags could be filled by a workflow,
for example with the indication of who gave the approval or when
- if this option is activated, the tag content cannot be changed by the users
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- allchanges to tags are documented per file in FilesApp and are available in
the history in an audit-proof manner
- Search across all document types
if this option is active and the tag is used in several document types, the history of the
tag contents from all entries of the document types is displayed and made available
for selection during Smart Upload
- Remove Tag
this removes the tag from the document type, but does not delete the tag itself

4337 Time Tags

Time information can be read out in many formats in FilesApp. The configuration of the time
tags is done after selecting the format during tag creation in the configuration in the document

type.

43.3.71 Time Tag Creation

When creating a tag, select the tag type “Time”.

Create tag

c library
Dieter Steiner - filesapp.com
flesapp.u-know.eu

Name

Description

Type

Time tags can be automatically filled with EXIF information from the photos by FilesApp Al if
desired.

To do this, select "EXIF detection” and select the EXIF field from the list.

It is recommended that you create your own document types for the Photos section.
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App

If a time tag is created and inserted into a document type, the following options are available

when Al recognition is activated.

In the example, the time field is labeled ,Uhrzeit Freigabe”:

Uhrzeit Freigabe

Al prediction enabled
Al Context Tag
Required

Workflow managed

Over all search

- Default value
a default value for the content tag can be specified here
- Time Format
- the desired time format can be configured individually
- default values are available for selection when the field is activated

Uhrzeit Freigabe
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- asthe format is specified, it is displayed in the corresponding tag and - if the

time tag is used as a variable for the file name - in the file name
- Path Time Format

- the Time Tag can be used at the same time to specify it in a directory. It may
be desirable to use only a part of it, for example a folder structure that is
created by hours (HH) or minutes (mm) and should be sorted

- the desired time format can be configured individually

- default values are available for selection when the field is activated

- asthe format is specified, it is displayed or inserted in the path name
- Al prediction enabled
- if this option is active, the Al of FilesApp learns based on the information and
automatically fills in the values in the tags based on that
- when transferring EXIF information from photos, this selection is not available
- Al Context Tag
- this means that based on input by the user, FilesApp maps what was
additionally entered for a particular file and suggests the content based on
when the combination of the recognized document and the inputs is
recognized
- an example could be that in the case of an incoming invoice from a certain
company, an indication is to be made in the document type that is not
textually available on the invoice, for example the desired specification of a
currency
- Required Tag
- if this is activated, the content of this tag must be filled before the user can
upload the file
- onthe one hand, the color of the tag changes to blue to make this visually
clear
- onthe other hand, a required tag can be used as a variable for automatic
creation and assignment to directories and file names
- Workflow Managed
- this option is used to specify that the content of the tag can only be changed
by a workflow
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- for example, in an incoming invoice process, tags could be filled by a workflow,
for example with the indication of who gave the approval or when
- if this option is activated, the tag content cannot be changed by the users
- allchanges to tags are documented per file in FilesApp and are available in
the history in an audit-proof manner
- Search across all document types
if this option is active and the tag is used in several document types, the history of the
tag contents from all entries of the document types is displayed and made available
for selection during Smart Upload
- Remove Tag
this removes the tag from the document type, but does not delete the tag itself

4.3.3.8 Selection Tags

Selection Tags allow you to select specific options for tags from the document type. For
example, the designation of a status, an areaq, etc.

The configuration of the Selection Tags is done after selecting the format during tag creation
in the configuration in the document type.

4.3.3.81 Selection Tag Creation

When creating a tag, select the tag type “Select”.

Create tag

Do
ieter Steiner - filesapp.com
pp.uknow.eu

Name

Description

Type

Select
Presents a list of options from which only one item can be selected
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When a selection tag is created and inserted into a document type, the following options are
available. In the example, the selection tag is called “classification”, as it is used for data

privacy, for example:

Edit tag

FAV-P FINANCE | Documents
Max Muster - FAV Production

Klassifikation

Description

Select

Presents a list of options from

Extern
1 seispiet itteilungen, Stellenangebote oder Ver
Informat ispiel auch auf der Website ar

Intern

te (Geheimhaltung), Vertragsdaten,
itsdaten, Finanzinformationen und Kunden-/

4 Beisplet: Dokumente im Z4
strateg

New options can be specified and described via "Add option”, and they can also be color-
coded in order to be able to draw the user's attention to certain options when making a

selection.
As with all tags and document types, rules can be created in workflows on this basis.
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Edit tag

FAV-P FINANCE | Documents
Max Muster - FAV Production

Klassifikation

Description

Select

Presents a list of options

Extern

1 Boispiet Prossemittailungen, Stellsnangebote oder Verkaufsbroscharen
Informationen, die zum Beispiel auch aut der Websits angegeben werden

i interne Richtlinien, Telefonlisten, auftragsbezogene Dokumente
gebote, Auftragsbestdtigungen etc

Vertraulich
3 Beisplet Schutzrechtsdokumente (Geheimnhaltung), Vertragsdaten,

Personendaten, Gesundheitsdaten, Finanzinformationen und Kunden-/
Mitarbeiterkontodaten

streng vertraulich
4 Beispiel: Dokumente im Zusammenhang mit Unternehmensfusionen,
strategischer Planung oder Rechtsstreitigkeiten

Value

Description

The pencil icon can be used to change an option and the burger icon can be used to arrange
the options in terms of order.

4.3.3.8.2 Selection Tag configuration in the Document Type

If a Selection Tag is created and inserted into a Document Type, the following options are
available when Al recognition is activated.

In the example, the selection tag is labeled "Classification™
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Klassifikation

Al prediction enabled
Al Context Tag
Required

Workflow managed

Over all search

- Default value (Default)
here you can specify a default value for the tag content
- Al prediction enabled
If this option is active, the Al of FilesApp learns based on the information and
automatically fills in the values in the tags on that basis
- Al Context Tag
- this means that based on input by the user, FilesApp maps what was
additionally entered for a particular file and suggests the content based on
when the combination of the recognized document and the inputs is
recognized
- an example could be that in the case of an incoming invoice from a certain
company, an indication is to be made in the document type that is not
textually available on the invoice, for example the desired specification of a
currency
- Required Tag
- if this is activated, the content of this tag must be filled before the user can
upload the file
- onthe one hand, the color of the tag changes to blue to make this visually
clear
- onthe other hand, a required tag can be used as a variable for automatic
creation and assignment to directories and file names
- Workflow Managed
- this option is used to specify that the content of the tag can only be changed
by a workflow
- for example, in an incoming invoice process, tags could be filled by a workflow,
for example with the indication of who gave the approval or when
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- if this option is activated, the tag content cannot be changed by the users
- allchanges to tags are documented per file in FilesApp and are available in
the history in an audit-proof manner
- Search across all document types
if this option is active and the tag is used in several document types, the history of the
tag contents from all entries of the document types is displayed and made available
for selection during Smart Upload
- Remove Tag
this removes the tag from the document type, but does not delete the tag itself

4339 Label Tags

Label Tags contain further information, for example, a label tag could collectively contain
different article numbers from a delivery note. Label tags are often used in workflows to convey
information to users.

4.3.3.9.1 Label Tag Creation
When creating a tag, select the tag type “Labels”.

Create tag

Do rary
Dr. Dieter Steiner - filesapp.com
filesapp.u-know.eu

Name

Description

Type

Labels

Used for adding multiple labels or categories

O  Alimage categorization

Label tags can be automatically filled by the Al for photos if desired.
To do this, select "Al Photo Categorization’.

As a result, the Al writes further information into this label tag that is recognized in a photo, for
example dog, cat, mouse, house, people, etc.
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It is recommended that you create your own document types for the Photos section.

4.3.3.9.2 Label Tag configuration in the Document Type

If a Label Tag is created and inserted into a Document Type, the following options are available
when Al recognition is activated.

In the example, the Label Tag is labelled ,Auftragsnummer/n*:

Auftragsnummer/n

Default value

(D  Alprediction enabled
Al Context Tag

(J Required
Workflow managed

Over all search

- Default value (Default)
here you can specify a default value for the tag content
- Al prediction enabled
If this option is active, the Al of FilesApp learns based on the information and
automatically fills in the values in the tags on that basis
- Al Context Tag
- this means that based on input by the user, FilesApp maps what was
additionally entered for a particular file and suggests the content based on
when the combination of the recognized document and the inputs is
recognized
- an example could be that in the case of an incoming invoice from a certain
company, an indication is to be made in the document type that is not
textually available on the invoice, for example the desired specification of a
currency
- Required Tag
- if this is activated, the content of this tag must be filled before the user can
upload the file
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on the one hand, the color of the tag changes to blue to make this visually
clear

on the other hand, a required tag can be used as a variable for automatic
creation and assignment to directories and file names

- Workflow Managed

this option is used to specify that the content of the tag can only be changed
by a workflow

for example, in an incoming invoice process, tags could be filled by a workflow,
for example with the indication of who gave the approval or when

if this option is activated, the tag content cannot be changed by the users

all changes to tags are documented per file in FilesApp and are available in
the history in an audit-proof manner

- Search across all document types
if this option is active and the tag is used in several document types, the history of the
tag contents from all entries of the document types is displayed and made available
for selection during Smart Upload

- Remove Tag
this removes the tag from the document type, but does not delete the tag itself
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5 Workflows and Automations with Microsoft Power Automate

5.1  FilesApp Workflows and Automations with Microsoft Power Automate

With FilesApp, it is possible to use Microsoft Power Automate to create workflows. The triggers
and actions for Power Automate have been integrated down to the document type and tag
level, which makes the complete FilesApp functionalities controllable via workflows.

FilesApp provides numerous templates for Microsoft Power Automate workflows that can be
adopted by the user, see description below.

@ Heus Engangarachinung wrds Ober APpis hochgeladan . .

e — ®
3] risaize variavie

r—

I yes Ifno

@ Status Freigabe Geschifisfirung erforderlich’ setzen E Condition §
@ DoamentiD x
PP EINKAUF Eingangsrechinung v
@ Rechmung e (.. X
@ Rechung e (.. %
@ Rochoungsdat.. x Ifyes Ifno
® Leferantenadr,. X
P @ Status "Freigabe Controlling erforderlich' setzen i @ Status ‘Freigabe fachlich' setzen
@ Dotename x Socument [0 ® DocumentIo x
PP EINKAUF Engangsrochning v
® Rechung e (. %
 Rechung M (. X
® Rechnungsdot.. x
Freigabe Geschafistutrung erfordersch
® Ucfrantenadr.. x
@ Uferantervame X

@ Bestonummer... x

@ Datsiname x

The execution of workflows and automations in FilesApp is independent of the storage system,
for example, files can be stored on Google Drive via FilesApp, which are controlled by a
Microsoft Power Automate workflow.

If the user would like support in configuring and creating Microsoft Power Automate workflows,
this can be requested via FilesApp, which in turn refers one of its partners. Inquiries can be
directed to support@filesapp.com.

FilesApp triggers and actions can be called directly in Microsoft Power Automate. The
Microsoft-certified connector can use "FilesApp”, which is publicly available.
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52 Requirements

521 Microsoft Power Automate License

The user who wants to create Microsoft Power Automate workflows needs at least one Power
Automate Pro user plan and permission to do so in their Microsoft 365 account.

522 FilesApp License

In terms of the storage system, a FilesApp Business Professional license is required for the
connection for users using the file management workflow.

For example, in office management, a workflow can be triggered, which is executed when a
user in the accounting department sets a certain tag for the file for it in FilesApp, and this file is
then moved to another directory. The users who trigger this workflow will need a FilesApp
Business Professional license. In this case, the users of accounting. For other users, such as
Controlling, who have access to these files but do not edit them, a FilesApp Business Basic
license is sufficient.

5.3 FilesApp Power Automate Trigger and Flow Actions

531 FilesApp Power Automate Trigger

5311 Trigger: When a FileTag is changed

This trigger must be given a document type and an associated tag as a transfer parameter.
The flow is triggered as soon as the value of the corresponding tag changes in the file.

- When a FileTag is changed z

* Document Type Photos hd

~
W2

* File Tag Bereich hd

5312 Trigger: When a new document is uploaded via FilesApp Smart Upload
This trigger must be given a document type as a transfer parameter.
The flow triggers when a file is uploaded via FilesApp using the Smart Upload.

Afterwards, all tag values that have been assigned to the document can be freely used for
further flow actions.
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. When a new document is uploaded via FilesApp Smart Upload @

* Document Type FAVW-P Finance - Eingangsrechnung N

5.3.2 FilesApp Power Automate Flow Actions

5.3.21 Flow Action: Update FileTags of a FilesApp document
This flow action can be used to assign or update document type and tag values to a file.

After selecting the document type, the associated tags are dynamically loaded as input fields
for the flow action.

Here, for example, are the tags of a document type for tagging photos.

Updates FileTags of a FilesApp document ®
*Document ID 1234
*Document Type Photos N2

*Date

‘Date’ is required.

*Tags

'Tags' is required.

* Bereich I Abteill

'Bereich’ is required.

* Projekt

'Projekt’ is required.

*Name Ersteller

'Name Ersteller' is required.

* Dateiname ocument

'Dateiname’ is required.

Drive ID

5.3.2.2 Flow Action: Search for FilesApp Documents
If you want to find documents by tags, you can do this with this action.

The choice of the document type for the search is mandatory. Subsequently, one or more filter
operations can be added.

Multiple filter operations can be joined with "AND" as an ampand link or with "OR" as an OR link.

Subsequently, all found files are output as an array, which in turn can be further processed in
the flow.

The following operators are available for individual tag filter operations:

- Equals: Search for files whose tag content matches the passed value for the passed
tag
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- Unequals: Search for files whose tag content does not match the value passed for the
passed tag

- Contains: Search for files whose tag contents contain the passed value for the passed
tag

- Less Than: Search for files whose tag contents are less than the passed value for the
passed tag

- Greater Than: Search for files whose tag contents are greater than the value passed
for the passed tag

Search for FilesApp documents ®
* Document Type Photos hd
fields operator - 1 e
fields field - 1

Bereich

fields compareOperator
1

Equals

fields value - 1

Entwicklung

fields operator - 2
AND

fields field - 2

Projekt

fields compareOperator
2

Equals

fields value - 2

iPhone

| + Add new item
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6 Technologie

6.1  FilesApp Infrastructure

The FilesApp back-end system is an up-to-date network of microservices designed to provide
a reliable, robust, and scalable solution. Each of these services has been developed on the
basis of .NET 6 and offers specific features for the overall system.

The core service is the heart of the system, controlling the central business logic and processes.
It enables efficient interaction with other microservices and provides the basis for stable
application.

The Repository Service provides an abstract layer on top of the MySQL database that enables
efficient data manipulation and retrieval. It ensures a clear separation between the data
access layer and the business logic.

The search service provides comprehensive search functionalities that allow users to navigate
through the application quickly and efficiently. He is responsible for handling search queries
and returning relevant results.

The FilesApp Al Service, based on MLNET, provides state-of-the-art machine learning
capabilities. It is able to train Al models based on tagged documents and thus recognize
document types and tags in files.

To ensure the seamless deployment, scalability, and redundancy of these microservices, we
will use Docker and Kubernetes. Docker provides lightweight containerization that ensures a
consistent environment for running the applications, while Kubernetes allows these containers
to be orchestrated across multiple hosts.

Finally, NGINX serves as a FilesApp reverse proxy server that efficiently manages traffic between
our microservices and users. It provides improved performance, load balancing and additional
security for the FilesApp systems.

This architecture ensures high performance, scalability, and reliability of the FilesApp back-
end.
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FilesApp Cloud Service

Core Service
.NET 6 Service

Repository Service
NET 6 Service

Nginx

Proxy Service
HTTPS

WSS
-JSON Web Token

Search Service
.NET 6 Service

Al Service
.NET 6 Service

MySQL

FilesApp Client

HTTPS
FilesApp DMS (On-Prem) -Client Certificate

Core Service
NET 6 Service HTTPS

-JSON Web Token

Nginx

Proxy Service

A

Admin Web Interface Service
Node.js Service

HTTPS
-JSON Web Token Webbrowser

Administration von Bibliliotheken, Usern und
Berchtigungen des DMS (On-Prem) Systems

PosgresSQL
Encryption Database
DMS Database
Permission Database

6.2 FilesApp Al

The FilesApp Artificial Intelligence (Al) service revolutionizes the way files and documents can
be managed by providing a state-of-the-art automatic tagging feature.

This service leverages advanced machine learning techniques based on MLNET technology to
enable continuous improvement and automation of the document management process.

As soon as a user uploads a document and determines certain tags and document type, the
Al begins the learning process. It analyzes the contents of the document and learns how to
determine document types and automatically populate tags in future scenarios.

This not only simplifies document management, but also improves the searchability and
retrieval of files.

The FilesApp Al uses MLNET technology, an open-source, cross-platform machine learning
framework from Microsoft. It enables the development of customized machine learning models
based on FilesApp's specific requirements and data.
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The MLNET technology is used exclusively in FilesApp's own environments, no data is
transferred externally.

By using ML.NET, the FilesApp Al is able to efficiently recognize and learn patterns and
relationships in the data, resulting in increasingly accurate prediction of automatic tagging.

To support the learning process and to optimize the performance of the FilesApp Al, the
contents of the documents are cached on the back-end system during training. This allows
the Al to quickly access the data it needs and learn efficiently. Great importance is attached to
data protection: once the training is completed, the cached content is securely deleted to
ensure the confidentiality and security of the data.

The FilesApp Al service is designed to support PDFs, Word, Excel, and PowerPoint files. This allows
for broad coverage and flexibility in terms of document management and editing.

Other file types can also be implemented on request to support@filesapp.com.

It is important to note that processing time may vary. PDF documents that already contain
textual data can be processed faster because the text can be extracted and analyzed directly.
This allows the FilesApp Al to immediately start the learning process and efficiently populate
the associated tags.

Scanned documents, including scanned PDFs, first require text recognition through an Optical
Character Recognition (OCR) process. This process converts the textual data contained in the
scanned image into machine-readable text, which can then be analyzed and learned by the
Al. While the OCR process is highly accurate, it can require additional processing time, which
can affect the total time it takes for the Al to learn the document type.

In summary, FilesApp Al is a powerful tool for automating document management and a
future-oriented solution that is continuously improved and adapted.
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7 API-Zugriff

71  FilesApp API Access

FilesApp enables the connection, integration and automation with corresponding other
applications, such as ERP systems, workflow management, and much more, via its GraphQL
and REST API. For example, Microsoft SharePoint can be used as a storage system for a DMS
through the FilesApp if the system used offers a modern API, at no additional cost.

7.2  Requirements for using the FilesApp API

In order to use the FilesApp API efficiently, the following requirements must be met:

e access to APl documentation: Customers can request access to the detailed FilesApp
API specification, which includes information on how to use both the FilesApp GraphQL
and FilesApp REST APIs.

¢ understanding the APl language: A solid understanding of GraphQL or REST is
necessary to effectively use the features and capabilities of our API.

e network access: A stable internet connection is required to enable reliable
communication with our API.

7.21  Requirements for the system to be connected

In order to integrate the FilesApp API set into the customer's system, the following requirements
must be met:

e backend support: the backend system must be able to handle both GraphQL and REST
requests. This can be achieved by using appropriate libraries and frameworks in the
preferred programming language.

e error handling: the system should be able to respond to possible errors returned by
the FilesApp API. This requires an appropriate error handling strategy.

e client libraries: Leveraging client libraries such as Apollo for GraphQL and
corresponding libraries for REST can make the process of APl interaction much easier.

e system performance: the system must be able to meet the possible performance
requirements that may arise from communicating with the FilesApp API.

722  FilesApp License

In terms of the storage system, a FilesApp Business Professional license is required for the
connection for users using the file management workflow.

For example, in office management, a workflow can be triggered, which is executed when a
user in the accounting department sets a certain tag for the file for it in FilesApp, and this file is
then moved to another directory. The users who trigger this workflow will need a FilesApp
Business Professional license. In this case, the users of accounting. For other users, such as
Controlling, who have access to these files but do not edit them, a FilesApp Business Basic
license is sufficient.

2023-09-26 FilesApp PM - Service Description and Documentation Seite 141/144



App

7.2.3 APICalls

APl usage is limited to 100,000 calls per month. A higher number of API calls is possible on
request, the price for which can be requested by e-mail via support@filesapp.com.
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8 Service and Support

8.1 Service Level Agreements

811  Quality Principle

The FilesApp services are developed and operated with the highest possible care, reliability
and availability in mind, and are based on the current state of the art.

8.2  Availability

In the case of FilesApp, the average annual availability of FilesApp software during the
standard business hours is 99.99%; Maintenance work counts as availability times.

813  Monitoring

With regard to FilesApp, all central components are monitored and proactively suppressed by
the operators of the data centers.

8.14 Interference elimination

The central components of FilesApp are operated redundantly. As a rule, the central
components are suppressed within four hours, but no later than the next working day.

8.1.5 Maintenance

For maintenance and optimization purposes, FilesApp and its data center operators provide
maintenance windows. These are usually between 10:00 p.m. and 6:00 a.m. in the respective
time zone in which FilesApp is operated and on weekends.

In order to quickly troubleshoot systems in the event of acute problems in the network, FilesApp
or its data center operators can also provide repair windows outside of the usual maintenance
windows. If work has to be carried out that may affect the services booked by the users, they
are usually informed one calendar day in advance.

During the maintenance period, the technical equipment can be taken out of service to the
necessary extent.

FilesApp and its data center operators carry out necessary updates and the installation of
patches on the systems provided. To this end, FilesApp and its data center operators are
entitled - if necessary - to take the systems offline. In the case of critical updates or patches,
there is no advance information about maintenance work for the customer.

The employees of FilesApp and their data center operators are instructed in the necessary duty
of care when working on the systems.
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8.1.6  Bugs and error messages

Bugs and errors in the FilesApp application can be reported seven days a week around the
clock via e-mail ticket via support@filesapp.com.

8.2 Application Support

FilesApp GmbH provides FAQs and tutorials for all users related to FilesApp via its website and
the channels indicated on the website.

When a company books FilesApp Business Connections or apps, the company receives user
support.

Support requests can be sent to the support@filesapp.com email address
mailto:support@filesapp.com .

There is a possibility that support will be provided by FilesApp partners.

8.3 Implementation Services

Users of FilesApp can request service support from partners of FilesApp, for example for the
introduction of FilesApp or the creation of document types, digitization or automation projects,
integrations and connections to and to other systems, which is done at the partner's own offers
and expense.

Inquiries about the placement of partners can be sent by e-mail to support@filesapp.com.
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